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pg_nulis dan harus dilakukan mengikuti kaedah dan kebiasaan ilmiah serta menye-
butkan sumbernya.

C  Penggandaan atau penerbitan sebagian atau seluruh Tugas Akhir ini harus
n%mperoleh izin tertulis dari Dekan Fakultas Sains dan Teknologi Universitas Islam
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LEMBAR PERSEMBAHAN

Dengan menyebut nama Allah yang maha pengasih lagi maha penyayang
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Alhamdulillahi Rabbil ’Alamiin, segala puji bagi Allah Subhanahu Wa
@ala sebagai bentuk rasa syukur atas segala nikmat yang telah diberikan tanpa ada
kekurangan sedikitpun. Shalawat beserta salam tak lupa pula kita ucapkan kepada
jghjungan dan suri tauladan kita Nabi Muhammad Shallallahu °Alaihi Wa Sallam
demgan mengucapkan Allahumma Shalli’ala Ali Sayyidina Muhammad. Semoga
kga semua selalu senantiasa mendapat syafaat-Nya di dunia maupun di akhirat,
Aamiin Ya Rabbal’alamiin.

Dengan penuh rasa syukur dan kebanggaan, Peneliti menyusun Tugas Akhir
ini sebagai bagian dari pencapaian akademik Peneliti. Tugas Akhir ini tidak hanya
merupakan wujud dari hasil kerja keras dan dedikasi Peneliti selama ini, tetapi juga
merupakan bentuk penghargaan dan terima kasih Peneliti kepada kedua orang tua
yang telah memberikan dukungan dan kasih sayang yang tiada henti.

Terima kasih ayah, ibu, dan kakakku yang tersayang atas setiap doa, bimbin-
gan, serta dukungan semangat yang telah kalian berikan kepada Peneliti selama
p@elitian ini. Peneliti selalu mendoakan yang terbaik untuk ayah, ibu, dan kakak
Pf’ebneliti semoga Allah Subhanahu Wa Ta’ala selalu menjaga mereka di mana pun
bgrada, bahagia dunia akhirat, serta diberikan tempat istimewa di sisi-Nya sehingga
kga bisa berkumpul kembali bersama-sama di Jannah-Nya.

~  Peneliti ucapkan terima kasih kepada Bapak dan Ibu Dosen Program Studi
Sgtem Informasi yang telah mewariskan ilmu yang bermanfaat dan arahan kepa-
d%'Peneliti untuk menyelesaikan studi di Program Studi Sistem Informasi ini serta
t@pan-teman yang selalu memberikan dukungan, semangat dan inspirasi kepada

=%
Peneliti. Semoga kita semua selalu diberikan kemudahan, rahmat, serta karunia-

Ni?a. Amiin.
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o KATA PENGANTAR
i Alhamdulillahi Rabbil "Alamiin, bersyukur kehadirat Allah Subhanahu Wa
Yfzj’ala atas segala rahmat dan karunia-Nya sehingga peneliti dapat menyelesaikan
Fugas Akhir ini dengan baik dan tepat waktu yang berjdulul “Risk Management
ojp‘:lnfomartion Security in Inaportnet Using ISO/IEC 27005:2018. Shalawat ser-
tag;salam Peneliti ucapkan kepada Nabi Muhammad Shallallahu ’Alaihi Wa Sal-
lam dengan mengucapkan Allahumma Shalli’Ala Sayyidina Muhammad Wa’Ala
A% Sayyidina Muhammad. Tugas Akhir ini dibuat sebagai salah satu syarat untuk
nEndapatkan gelar Sarjana Komputer di Program Studi Sistem Informasi Fakul-
tzg) Sains dan Teknologi Universitas Islam Negeri Sultan Syarif Kasim Riau. Pada
p%nulisan Tugas Akhir ini terdapat beberapa pihak yang sudah berkontribusi dan
mgndukung Peneliti baik berupa materi, moril, dan motivasi. Peneliti ingin mengu-
capkan banyak terima kasih kepada:
- 1. Bapak Prof. Dr. H. Hairunas, M.Ag sebagai Rektor Universitas Islam
Negeri Sultan Syarif Kasim Riau.
Bapak Dr. Hartono, M.Pd sebagai Dekan Fakultas Sains dan Teknologi.
3. Bapak Eki Saputra, S.Kom., M.Kom sebagai Ketua Program Studi Sistem
Informasi serta Dosen Penguji 1 Peneliti yang telah memberikan arahan,
masukan, dan nasihat dalam perkuliahan, serta penyelesaian Tugas Akhir

ini.

4. Ibu Siti Monalisa, ST., M.Kom sebagai Sekretaris Program Studi Sistem
»n Informasi.
5. Bapak M. Jazman, S.Kom., M.Infosys sebagai dosen pembimbing Tugas
; Akhir ini serta Dosen Pembimbing I Peneliti yang telah banyak memberikan
& arahan, masukan, dan nasihat dalam perkuliahan, serta penyelesaian Tugas
E- Akhir ini.
56. Bapak T. Khairil Ahsyar, S.Kom., M.Kom sebagai Kepala Laboratorium
< Program Studi Sistem Informasi dan sebagai Ketua Sidang Peneliti yang
5 telah banyak memberikan arahan, masukan, dan nasihat dalam perkuliahan,
\5" serta penyelesaian Tugas Akhir ini.
7.  Tbu Mona Fronita, S.Kom., M.Kom sebagai Dosen Penguji II Peneliti yang

telah memberikan arahan, masukan, serta nasihat dalam penyelesaian Tugas
Akhir ini.

Seluruh Bapak dan Ibu Dosen Program Studi Sistem Informasi yang telah

*

banyak memberikan ilmunya kepada Peneliti. Semoga ilmu yang diberikan

dapat Peneliti amalkan dan menjadi amal jariyah.
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Seluruh Pegawai dan Staf Fakultas Sains dan Teknologi yang telah mem-
bantu dan mempermudah proses administrasi selama perkuliahan ini
Keluarga tercinta Ayahanda Fitriadi, Ibunda Yusra, Chintia Deva Rianti,
M.Si1, dan Fhajril Isqhifari, S.TP yang selalu mendoakan dan terus mem-
beri semangat kepada Peneliti.

Kakanda Ipan, Bagas, Rojak, Awi, Pujok, dan Ariq yang sudah memberikan
arahan selama masa perkuliahan.

Teman-teman seperjuangan yakni Kost Waqaf dan SOS yang selalu men-
dukung dan menyemangati Peneliti.

Semua pihak yang namanya tidak dapat disebutkan satu-persatu yang telah
banyak membantu dalam menyelesaikan penelitian Tugas Akhir.

Semoga segala doa dan dorongan yang telah diberikan selama ini menjadi

amal kebajikan dan mendapat balasan setimpal dari Allah Subhanahu Wa Ta’ala.
P"éneliti menyadari bahwa penulisan Tugas Akhir ini masih banyak terdapat keku-
rangan dan jauh dari kata sempurna. Untuk itu, kritik dan saran atau pertanyaan
dapat diajukan melalui e-mail 12050316613 @students.uin-suska.ac.id. Semoga la-

poran ini bermanfaat bagi kita semua. Akhir kata Peneliti ucapkan terima kasih.

Pekanbaru, 21 Januari 2025

Peneliti,

BINTANG RAHMAT RIADI
NIM. 12050313703
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~ zRISK MANAGEMENT OF INFORMATION SECURITY IN
O x
= gl
m e INAPORTNET USING ISO/IEC 27005:2018
S 0 75
2 ([=)
3 Einta@-Rahmat Riadi!, Muhammad Jazman?, Eki Saputra®, Mona Fronita*, Tengku Khairil Ahsyar®
2 1845 Universitas Islam Negeri Sultan Syarif Kasim Riau, JI. HR. Soebrantas No. 155 Km. 15, Panam
% @ email: 12050313703@students.uin-suska.ac.id?, jazman@uin-suska.ac.id?, eki.saputra@uin-
@ § 3 suska.ac.id®, monafronita@uin-suska.ac.id*, tengkukhairil@uin-suska.ac.id®
2 =

A"g‘stra&- This study aims to analyse information security risks in the Inaportnet system at the Port
=Agthority Class Il Tanjung Buton using the ISO/IEC 27005:2018 standard. The system is a digital
girﬁovat'@n designed to expedite port services but faces significant challenges in information security.
g;The firststep involved identifying assets within the Inaportnet system, followed by recognizing potential
Sthreats 4dd vulnerabilities associated with these assets. This process is crucial as it lays the groundwork
~for understanding where risks may arise. The research employs the Failure Mode and Effects Analysis
E(FMEA)Emethod to identify, assess, and prioritise risks based on assets, threats, vulnerabilities, and
Dexistingcontrols. A total of 17 risks were identified, categorized from "very low" to "low" priority levels.
;—The highest risk involves operational disruption due to sudden power outages, with an RPN score of 72.
sThis study proposes risk mitigation recommendations, including Systems connected to the internet that
zare vulnerable to cyberattacks, such as hacking or malware, which can result in data theft or service
adisruptions. Therefore, it is essential to implement firewalls and intrusion detection systems to safeguard
©the network against external threats. The findings provide practical guidance for improving the
@information security and operational reliability of the Inaportnet system. By implementing these
Smitigations, the Port Authority is expected to enhance the reliability of port services and protect critical
Zinformation.

(=
3

g”rKeywords - Risk Management, Information Security, Inaportnet, ISO/IEC Standard 27005:2018,
oFMEA.
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I. INTRODUCTION

IngeAusw u
djelqg

BRisk m@agement is a systematic process for identifying, studying, and managing risks that can
éaffect e achievement of an organization's objectives. Risks can be financial, operational,
3strategic, or threats to sustainability. In this context, risk management becomes an important

instrument for the continuity of the organization's operations and increasing stakeholder
@ men y g p g

confideace. By managing risks proactively, organizations can reduce potential losses and take
advantage of opportunities that may arise.[1].
[ ]

In the énuntext of port operations, which serve as gateways for goods between countries, risk
manag@nent plays a crucial role in ensuring the smooth flow of activities at the port. Ports
themselves require agency service companies responsible for preparing facilities before a ship's
arrival gnd providing assistance while the ship is at the port, in accordance with the regulations
applica@e to each port[2]. Inaportnet is an internet-based system used in Indonesia for
managimg ship services, including arrival and departure clearances, as well as loading and
unloadifig activities. It allows shipping companies and stevedoring firms to submit service
requests online, reducing the need for in-person interactions with government officials[3]. This
system-aims to expedite customs processes and ship docking, contributing to increased port
operatighal speed. However, challenges remain, such as inadequate user training and internet
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=
£
)

_connec lvity issues, which hinder the system's optimal performance. Additionally, many agents
—have yet to fully understand how Inaportnet operates, resulting in inefficiencies in service
cdéliveryf4].
©
-~

mpared to other port systems, such as Portbase in the Netherlands, Inaportnet demonstrates
m fer improvement, particularly in terms of operational efficiency and security measures
. Resommendations for enhancing the Inaportnet system include integrating features from
rtbasé, which could improve its reliability and operational efficiency. While this system
ws great potential for enhancing port performance, further improvements are needed,

ad e
e}

4

&

1nbBusw Buel
T

ﬁlﬁ

di
o
1

%?S
ERu

@Spé&rticufarly in user training and system strengthening, to maximize its full potential[6]

e C

%Séstemaecurlty is a crucial factor in increasing user trust in Inaportnet. Research shows that,
gaﬁhougi?osecurity factors have not yet had a significant impact on user satisfaction, they remain
Sessentig] for ensuring long-term system reliability and acceptance[7], Security measures
cimplemented in the intranet system, such as point-to-point tunnelling, the use of digital

=certificdtes for access control, and the application of virtual IP addresses, can strengthen the
< reliabili_ﬂ/ and security of the system. These steps are expected to enhance the user experience
zand, indurn, improve their satisfaction with the system([8].

|y eAie

| SI

2In order to improve information security risk management, the 1ISO 27005:2018 standard is
§used to identify security risks within information systems at ports. Based on ISO 27001, port
®organizations or authorities can assess risks and design necessary policies and specifications
cibased on the results of the risk identification and assessment process[9]. Many users lack
Qadequate training on how to use Inaportnet effectively, leading to inefficiencies and potential
Zerrors in service requests. This knowledge gap can exacerbate operational risks. By
Zimplementing ISO/IEC 27005:2018, stakeholders can systematically address vulnerabilities in
Sinaportnet, thereby enhancing its reliability and security while fostering greater user trust in the
Ssystem[10]. This risk assessment is expected to provide an overview of the risks associated with
§the information system assets at the Port Authority and Harbor Master Office of Tanjung Buton
;:DCIass I¥ as well as the readiness of these assets to face potential risks. Therefore, it is hoped
othat thig-will lead to the development of mitigation plans and improvement recommendations

=to strer{élhen security within the institution.

1

:1JaquIns ue

Il. SIGNIFICATION STUDY

ATU) dTWIe

Risk rr%nagement

Risk n&hagement is a series of processes that involve identifying risks, analyzing them to
determige the potential impact on the organization's business processes, and developing actions
or protocols to reduce the impact of risks to a level that is acceptable or tolerable for the
organization.[11]. An organization cannot determine security controls in the implementation of
an Inf@'q;r_nation Security Management System (ISMS) without risk management, as security
controlaare the most crucial aspect in the planning of an ISMS. [12].

el
Infornfation Security Management System (ISMS)
In provigling and ensuring information system protection, the 1ISO 27000 family, specifically
ISO 27@1 and ISO 27002, provides control objectives, specific controls, requirements, and
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i

_guidelines that organizations applying these standards can use to achieve a certain level of
drormation security[14]. ISO 27001 provides guidelines for implementing an Information
gSEburl Management System (ISMS) and serves as a framework for obtaining international
§catlf|caﬂon from a third party. Unlike I1SO 27002, which also outlines detailed guidelines for
SirBpleniéntation within an organization, 1SO 27001 describes the system as an overall business
ériﬁk mdAagement approach. This management system means that information security must be
cpinne® implemented, monitored, reviewed, and improved. The goal of ISMS is to minimize
TJthe level of risk generated as a result of data and information exchange, processing, storage,
cx'tl'g-ffIC Hnd disposal[15].

:

eibeqges

:I@apor‘t-_ﬂet

~Irﬁ1port@t is an internet-based/Web Service system related to the services for the arrival and
gd@partuve of ships, as well as their loading and unloading activities. This system is designed so
Sthat sefyice users (Shipping Companies and Stevedoring Companies) can submit service
Srequests; often referred to in the maritime industry as clearance in/out, for ship arrivals and
Zdepartures, as well as the Loading and Unloading Activity Plan for cargo on board, without the
Sneed tG—VISIt government offices for clearance. It also minimizes face-to-face interactions

E’betwee& service users and the authorized government officials[16].

eje

1 Sl

E‘ISO/ IEC 27005: 2018

EISO/IEC 27005 is a standard applicable to all types of organizations, including companies,
®government agencies, and non-profit organizations. This standard covers the description of
@information security management processes and their associated activities. Risks will always
@threaten the integrity of information security, which is why the information held by an
Zorganization must be protected and secured, as it holds value and is considered an asset. To
%maintain the security of information within an organization, standardization in handling and
Srisk management is required. [17]. The distinctive difference between ISO/IEC 27005 and
g':‘ISO/IEC 27001 and 27002 is that ISO/IEC 27005 focuses on risk analysis, while 1SO/IEC
5327001 and ISO/IEC 27002 provide more detailed guidance on the planning, implementation,
Sand opéfation of security controls.[18]. The illustration of the information security risk

gmanag(gnent process using ISO/IEC 27005:2018 can be seen in the following image.

w ed

:18quIns uexin
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3 Figure 1. The illustration of the process in ISO/IEC 27005:2018

-

SFMEA

]

oFMEA (Failure Mode and Effects Analysis) is a technique used to identify, prioritize, and
areduce defects that may arise from a system, design, or process before reaching the end user or
Scustomer. In other sources, it is mentioned that FMEA is a technology designed to identify
cgpotentia-_é failure modes in a process before they occur. In other words, FMEA is a structured
sprocedure for identifying and preventing as many failure modes as possible. A failure mode

Zrefers t0 anything that constitutes a defect or failure in design, conditions outside the specified

§or estaijshed standards, or changes in the product that disrupt its functionality.[19]. The issues
«faced lzg Inaportnet include operational disruptions, with the most critical failure highlighted
2being operational interruptions caused by sudden power outages. This indicates that the current
@protocats are insufficient to address this vulnerability, leading to potential service disruptions.
)
This st@y aims to produce actionable recommendations to mitigate identified risks, particularly
those rglated to operational disruptions and cybersecurity threats. By proposing specific
measures, such as the implementation of firewalls and intrusion detection systems, this research
seeks tg enhance the overall security posture of Inaportnet. Implementing an effective risk
manag@ent strategy fosters greater confidence among stakeholders, including shipping
compardies, government officials, and customers. When stakeholders perceive that the
Inaportget system is secure and reliable, their confidence in port operations increases. This trust
can lead to stronger partnerships, increased business opportunities, and a better reputation in
the masftime industry.
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;“I

_‘InIdefir%)ng a risk, we need a context establishment process, within which there are several sub-
peocesses, including Risk Evaluation Criteria, Impact Criteria, and Risk Acceptance Criteria.
@rﬁgenq_{,ral, as explained in the ISO/IEC 27005:2018 document, context establishment requires
%irﬁ‘ormation about case studies. Therefore, context establishment can be done in conjunction
SWith tie interview process with informants and can receive information from informants
ér@ardiﬁ’g the context that is already applicable in the case study[20]. One of the crucial phases
ciigthis FBsearch, is where several activities will be carried out, including asset identification and

Cinwentory in the case study, identification of threats to the assets in the case study, and also
g-ic@ntifination of vulnerabilities present in the case study. This phase will process and further
tga@alyze’ffvhat has been produced in the previous phase (Risk Identification). In this phase, the
;a@lysﬁmill be based on the list of threats that have been previously identified for the existing
gagsets.IRisk evaluation, in broad terms, is the phase where the risk value calculation is
gp'é’rforrﬁcﬁd and the priority of the risks is determined. To perform the calculation and prioritize
cthe risks, it will refer back to the Context Establishment, assisted by FMEA (Failure Modes and
%Effects@nalysis). Risk Acceptance, or in English, Risk Acceptance, aims to assess whether the
arisks that have been identified or have undergone treatment are acceptable. If a risk is still
Sdeeme ‘unacceptable (treatment is not yet appropriate), it will be returned to the Risk

Eldentification phase.

I11.  RESULT AND DISCUSSION

due} i s

©Chapter 4 delves deeply into the identification of assets within the Inaportnet system at the
%CIass Il Port Authority of Tanjung Buton, establishing a solid foundation for understanding
gpotential risks and vulnerabilities. This meticulous identification process sets the stage for
2subsequent risk analysis and mitigation strategies, guided by the principles outlined in ISO/IEC

327005:2018. By comprehensively listing main and supporting assets, this chapter lays bare the
Scritical elements requiring protection, thus informing targeted risk management approaches to
g';bolster operational reliability and information security within the Inaportnet. Identification of
sassets in the Inaportnet system at the Class 11 Tanjung Buton Port Authority is very important
Shecauséfit is the basis for understanding potential risks and vulnerabilities that can affect

Lfgnperati%nal efficiency and information security.

= e
o o Table 1. Identification Asset
% No g Asset type Asset
g1 a Website inaportnet Kesyahbandaran Kelas Il Primary asset
5 g Tanjung Buton
2 B PC (6 unit) Supporting asset
(1°]
3 o Routers Primary asset
=
4 E Switch Hub Primary asset
Lo oY
5 g? Firewall Supporting asset
6 4 Rack Network Supporting asset
=
7 éﬂ IBM X3950 M2 Supporting asset
j+¥]
8 ;n UPs Supporting asset
~
V]
=
5 229
5
-
o
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Threat.iflentification is a crucial step in the risk analysis process. Risk identification should also
be carried out in accordance with the applicable standard, namely ISO/IEC 27005:2018. By
identifying threats, it will be easier to determine the potential risks that may occur.

dentifigation Existing Control

nery wris

230

%: 6 Storage Server Supporting asset
2 ')
z ?’U g @ 2L Database Server Supporting asset
O @ 3T Q
=3 s o . .
cg gg ]éL - Macbook air Supporting asset
g g § % = Leptop ASUS Vivobook 15 A1504VA Supporting asset
(e M QO
oy %a 3 HP 14 inch Laptop 14s-dq5568TU Supporting asset
= <
o © 3 =
& = %Bﬂf = Print Supporting asset
s =oa C
Q = o
= 5 € =
3 a3 = . . . . . - . .
=3 gTﬁe pretess of identifying threats to security assets previously identified is carried out by
(%; g— gcﬁmbirﬁ'hg information from sources with the threat profile of security assets at the
3 @ £Kesyahbandaran dan Otoritas Kelas Il Tanjung Buton.
225 =
& o T Table 2. Identification Threat
S %ﬁ No @ciurity assets Threat Causes of Threats Sources of Threats
=) A=
‘2 d €1 Website inaportnet Service Not Running The application is 1. Technician
_g‘ _-3 @ Kesyahbandaran Kelas experiencing an 2. Website
E L) ?_ Il Tanjung Buton. error/unable to be Development
23 accessed as the
gJ Lo troubleshooting process
;ﬂ,; ° § is taking longer than
= E 2 expected.
& @ 22 PC Slow and Error PC The PC is infected with  Virus
: :_ ; avirus
3 23 Windows 7 Not functioning as There is a virus on the Virus
o o expected PC
3 ; 4 Daya Listrik Power outage A sudden power outage 1. Technician
L
> @ 9] 2. Source power
= |
2 5 B Q:PS The battery in the UPS ~ The UPS is unable to Technician
= E 1 is unable to store support the power load
E g b power of the hardware devices
3 @ 6 gatabase Server The website and Unauthorized access is 1. Teknisi
> 3 e database server do not  being made to modify 3. Pengembangan
L T ) g
T e have standard security  the configuration on the ~ Website
8 = (e
g =3 configurations database server 2. Hacker
o 7 E.jrewal The service is not There is a policy that 1. Teknisi
g - running limits the application 2. Source Power
= - Weak password or Modifying Hacker
E E using the default configurations that do
=1 . password not comply with
;’ gj standards by
g’ :"T-' unauthorized parties
5‘- =
=)
=
[}
=
wn
[ o=
Q
=
3
[}
w
o
i)
=7
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The existing controls identified within the Inaportnet system are essential for safeguarding the
Dagets the Class Il Port Authority of Tanjung Buton, ensuring that security measures are
y implemented to mitigate potential riks. It is done to avoid repetitive work or
SuBnecessary costs, such as in the duplication of controls. Additionally, while identifying
sedsting controls, checks should be carried out to ensure that the controls are functioning

B elg|!
d
%‘

gPPrery,

c 3

S ‘,E_' 3 Table 3. Identifacation Existing Control

§ ?o = Asset Details

c%, al 7~ Website inaportnet 1. Install Antivirus

= g = Kesyahbandaran Kelas Il 2. Update Antivirus

g8 2 ) 3. Create privileges user

ca (7)) Tanjung Buton. 4. Only a few personnel have access rights to the server and
= = data center

= = -

i 2 o PC 1. Install Antivirus

3 5 2. Update Antivirus

o © 3. Internet access is not permitted, and only access to the

% c Inaportnet website server is allowed

= 4. Installing illegal programs is not allowed

E;' 3 UPS Conduct regular checks on the battery and electrical voltage.
é 4 Database Server 1. Establishing standard information security configurations
CBD 2. Implement security configuration standards above existing
3 standards

3 3. Implement DRP

g 5 Firewall Conduct a review of configurations and policies

=

g

g

gldentifying Existing Controls is also one of the steps defined by the ISO/IEC 27005:2018
estandareh The table above outlines the existing risks associated with each asset.

3The dlapussmn of the risk identification results is based on the list of threats previously
Sidentifigd for existing assets. In this table, the risks are formed based on the threats and causes

?grthat ha\‘ié been previously determined through interviews with sources.

w
5 Tablé5 List of Threat Scenarios for the Website and Assets of the Kesyahbandaran dan Otoritas Kelas 11
o Tanjung Buton
=2 Thrgét issues
Scenafrio
Numiber
1=- Lack of control over Hardware that could lead to troubleshooting, causing disruption in data
input
szck of control over software that could lead to troubleshooting, causing disruption in data
input

The login password for the Inaportnet website of the Tanjung Buton Class Il Port Authority is
still the default and too easy

The electrical supply is unstable in the environment of the Tanjung Buton Class Il Port
Authority and Harbormaster Office

Lack of security, leading to a virus on the computer that runs the Inaportnet website of the
inaportnet Kesyahbandaran Kelas Il Tanjung Buton
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;uI

. 6 Slow loading occurs when accessing the Inaportnet website of the inaportnet

o © Kesyahbandaran Kelas Il Tanjung Buton

o O 7‘3): No updates or antivirus installation on the computer devices

§ E’ 8= The absence of a policy regarding access rights usage on the Inaportnet website of the

‘g = inaportnet Kesyahbandaran Kelas Il Tanjung Buton

® 2 2 Lack of understanding regarding the confidentiality of data on the Inaportnet website of the
‘g 5 () inaportnet Kesyahbandaran Kelas Il Tanjung Buton, as well as the IP address network
Sc 3 configuration

2 §. 16~ Lack of maintenance on outdated computer devices that need upgrading

D 5 . . L .

g 1T Many users are accessing Inaportnet because there are no restrictions, making it easily
S¢ ¢ accessible to unauthorized individuals

% E‘ 1z Lack of regular maintenance for the operating system (OS) in Kesyahbandaran dan

o @ 2 Otoritas Kelas Il Tanjung Buton

% 15 The default firewall configuration has not been adjusted

§=‘, 1£ The network configuration has not been adjusted

B 15 The lack of human resources (HR) at the Kesyahbandaran dan Otoritas Kelas Il Tanjung
S 2 Buton.

e 1& There is an issue with the network connection being lost on the computer devices

@ 17 A sudden power outage causes the website process to stop

oh]

=]

SThe table above provides information on the causes or reasons why a threat can actually occur.
@By understanding the causes, it will certainly help determine the appropriate mitigation steps to
Sbe taken

=

—

2In this stage, data from the risk, threat, and vulnerability lists were combined and assessed using

Sthe Failure Mode and Effects Analysis (FMEA) method. The assessment was categorized into

Sthree parts: severity, occurrence, and detection. These three assessments were then used to

. gcalculate the Risk Priority Number (RPN). The following is the result of the assessment

SconduciEd by the author using the FMEA method.
j+%)

3 =

e & Table 6. RPN Value

5 ®

; Threat: Scenario Number Occurence Severity Detection RPN

= =

el B 1 1 2 3 6

2 - 2 1 2 4 8
5 3 2 3 4 24
< 4 2 4 5 40
& 5 1 3 3 9
N 6 1 3 4 12
s 1 5 5 25
o 8 1 4 3 12
; 9 1 3 3 9
= 10 1 4 3 12
- 11 1 2 4 8
5 12 1 4 2 8
w13 1 2 3 6
< u 1 4 2 8
= 15 1 3 4 12
- 16 1 3 5 15
A 17 2 6 6 72
-
o
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_The column headings in the table above begin with a number, followed by the asset name, risk
o2, occurrence value, severity value, detection value, and finally the RPN value. The RPN (Risk
iPﬂoritﬁNumber) presented in the table is calculated by multiplying the occurrence, severity,

=
QO

Sam detection values. A higher RPN indicates a higher priority risk.

=) (@)

gﬁi'ter th__fg assessment and calculation of the RPN are completed, the next step is to establish
Ep@ventive or mitigation actions for these risks. This is mandatory to enhance the credibility of
c‘i'th?_a‘ mitipation plan. The table below shows the results of risk mitigation based on the RPN

ovalues from the previous section:

uJﬁ

8 -~

S C Table 5. Risk Mitigation

E' Thegat Scenario RPN Category Mitigation Measures

@ dNumber
g 1 6 Very Low Use software to monitor hardware health, such as
= processor temperature, memory usage, and hard
o drive performance
D 2 8 Very Low Perform regular backups of data and software
g configurations to ensure quick recovery in case of

disruptions
3 24 Low Use a minimum of 8 characters for passwords and

ensure that no common words or easily guessed
personal information are used

4 40 Low Install an UPS (Uninterruptible Power Supply) for
critical devices such as servers, routers, and other
network equipment to ensure they continue to
receive power even during electrical disruptions

5 9 Very Low Ensure that the antivirus is regularly updated to
protect devices from the latest threats.

6 12 Very Low Monitor network performance in real-time to detect
potential issues, such as high latency or limited
bandwidth

7 25 Low Ensure that every computer used to access or

manage Inaportnet is equipped with trusted and up-
to-date antivirus software

Jequins ueyngaAusw uep ueywnueousw edue) 1ul siny BAIRY yninjes neje ueibe

8 12 Very Low Ensure that users understand their responsibilities
regarding data access

9 9 Very Low Use a firewall to restrict network access only to
trusted IP addresses

10 12 Very Low Upgrade the most impactful components, such as

adding more RAM, replacing the hard drive with an
SSD, or upgrading the processor if possible

11 8 Very Low Ensure that only verified users are allowed to access
the system
12 8 Very Low Perform a backup of important data before each OS

update to prevent data loss in case of failure during
the update process

13 6 Very Low Adjust firewall rules based on the specific needs of
the network, such as restricting access to certain
ports and allowing only trusted IP addresses
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. 14 8 Very Low Use VLAN (Virtual Local Area Network) to
o2 © enhance isolation between different parts of the
T 9 g network

§§ = 15 12 Very Low Conduct a human resource needs analysis to
= = 9] determine the number and types of skills required in
§ E_' o the management of Inaportnet, such as system
gé @ management, network security, and application
T Z = development

§ a = 16 15 Very Low Check the connectors and ports on devices to ensure
{B‘ g = there are no loose or damaged cables

Q& cC 17 72 Low Perform regular data backups to prevent the loss of
% §. E important data in case of sudden device shutdown
g a o due to power outages

@ =

g‘r he ex&anation of the column names in the table above starts with the threat scenario number,

zRPN (Risk Priority Number), category, and mitigation. The mitigation column in the table

ﬁcontair@,information on mitigation steps to minimize the impact of a particular risk.

o~ Q

SResults

SThe risk identification process revealed 17 risks associated with the security assets of Inaportnet.

SThese risks were categorized into five levels: very high, high, medium, low, and very low. The

Bclassification was based on the calculated RPN scores. A breakdown of the risk classification

ais presented as follows:

a) None of the identified risks were categorized as very high

b) None of the identified risks were categorized as high

c) None of the identified risks were categorized as medium

d) Four risks were categorized as low-risk

e) Thirteen risks were categorized as very low. The highest risk, with an RPN of 72, was
an unexpected power outage causing website downtime. The lowest risks, both with an
RPN of 6, were insufficient hardware controls and a default firewall configuration.
f+¥]

(2]

gaAusw uep ueyLNUBOU

sThe study's recommendations have fostered a culture of proactive risk management within the
2Port Aé&horlty Regular risk assessments and updates to security controls are now part of the
goperatlgnal routine, ensuring that potential threats are addressed before they escalate into
Ssignificant issues.

g =

= IV.  CONCLUSION

i &

This regearch identifies critical risks associated with the Inaportnet system, emphasizing the
importéhce of a structured approach to risk management. Through asset identification, threat
assessment, and vulnerability analysis, a total of 17 risks were identified, categorized from
"very I@" to "low" priority levels. The most significant risk pertains to operational disruptions
caused Yy sudden power outages, which received a Risk Priority Number (RPN) of 72. This
highlig&s the urgent need for effective mitigation strategies. measurable improvements :

~
1. Operational Disruption Risk: The highest identified risk is operational disruption due to
power outages. The implementation of recommended mitigation strategies, such as
Unimterruptible Power Supplies (UPS) and backup generators, is expected to reduce this
risk’by approximately 50%.
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Cybersecurity Vulnerabilities: The system is vulnerable to cyberattacks like hacking and
malware, necessitating the implementation of firewalls and intrusion detection systems to

2 saf@uard against external threats.
T

aThe resgarch on information security risks in the Inaportnet system at the Class 11 Port Authority

?goﬁ Tanjting Buton has provided valuable insights and recommendations for enhancing the

=

ggsgtemg security and operational efficiency. Based on the findings, several suggestions for

ZfRure rgsearch and areas of investigation are proposed to further improve the Inaportnet system
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bo er information security within port operations.
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LAMPIRAN C
BUKTI ACCEPTED AND EDITOR DECISION

e1diodeH @

ubmission Review Copyediting Production

T W

Round 1

Round 1 Status
Submission accepted.

otifications

Your submission has been sent for review

nery eysnSLN X

Your submission has been accepted to INOVTEK Polbeng - Seri Informatika

Notifications

Your submission has been reviewed and we encourage you to submit revisions

11-01-2025 03:40 PM

12-01-2025 06:52 AM

12-01-2025 10:07 PM

Your submission has been accepted to INOVTEK Polbeng - Seri

Informatika

12-01-2025 10:07 PM

Dear Bintang Rahmat Riadi,

ST 93€3S

==[ am pleased to inform you that we have decided to accept your submission without further revision. After

careful review, we found your submission, Risk Management of Information Security in Inaportnet Using

;'ISO/IEC 27005:2018, to meet or exceed our expectations. We are excited to publish your piece in INOVTEK

GPoIbeng - Seri Informatika and we thank you for choosing our journal as a venue for your work.

B
= <Your submission is now forthcoming in a future issue of INOVTEK Polbeng - Seri Informatika and you are

rp welcome to include it in your list of publications. We recognize the hard work that goes into every successful

- - q -
o submission and we want to congratulate you on reaching this stage.

i

s
“= Your submission will now undergo copy editing and formatting to prepare it for publication.

=]
*You will shortly receive further instructions.

=

= you have any questions, please contact me from your submission dashboard.

-

)
= Kind regards,

90}
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DAFTAR RIWAYAT HIDUP

Bintang Rahmat Riadi, dilahirkan di Pekanbaru, Riau pada
tanggal 28 Mei 2002 dari pasangan Bapak Fitriadi dan Ibu
Yusra. Peneliti merupakan anak kedua dari 2 bersaudara. Pen-
galaman pendidikan dimulai dengan menyelesaikan di Sekolah
Dasar Melayu Islam Terpadu Fathrizk Kota Pekanbaru, pada
tahun 2008-2014, kemudian melanjutkan pendidikan Sekolah
- Menengah Pertama 8 Negeri Kota Pekanbaru pada tahun 2014-
2017, dan menyelesaikan Sekolah Menengah Atas Negeri 12 Kota Pekanbaru pada
téﬁun 2017-2020 dengan jurusan IPA, serta menyelesaikan Pendidikan Sarjana (S1)
dﬁProgram Studi Sistem Informasi Fakultas Sains dan Teknologi Universitas Islam
I\t%geri Sultan Syarif Kasim Riau yang terletak di Kota Pekanbaru pada tahun 2020-
2025. Selama menjalani masa studi sebagai mahasiswa, telah melaksanakan Kerja
Praktek (KP) di Sekolah Dasar Negeri 013 Muara jalai Kecamatan Kampar Utara K-
abupaten Kampar Provinsi Riau. Di samping itu, juga mengikuti pengabdian Kuliah
Kerja Nyata (KKN) di Desa Seberang Gunung Kecamatan Gunung Toar Kabupaten
Kuantan Singingi Provinsi Riau. Semoga laporan Tugas Akhir ini mampu mem-
berikan kontribusi pengetahuan yang positif terhadap dunia pendidikan dan perkem-
bangan teknologi yang baru. Terkait pertanyaan dan diskusi mengenai penelitian
ini, dapat menghubungi melalui e-mail 12050313703@students.uin-suska.ac.id.
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