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Tugas Akhir yang tidak diterbitkan ini terdaftar dan tersedia di Perpustakaan
© Universitas Islam Negeri Sultan Syarif Kasim Riau adalah terbuka untuk umum, de-
gngan ketentuan bahwa hak cipta ada pada penulis. Referensi kepustakaan diperke-
3nankan dicatat, tetapi pengutipan atau ringkasan hanya dapat dilakukan atas izin
—penulis dan harus dilakukan mengikuti kaedah dan kebiasaan ilmiah serta menye-
“butkan sumbernya.

= Penggandaan atau penerbitan sebagian atau seluruh Tugas Akhir ini harus
imemperoleh izin tertulis dari Dekan Fakultas Sains dan Teknologi. Perpustakaan
< dapat meminjamkan Tugas Akhir ini untuk anggotanya dengan mengisi nama, tanda
%peminjaman dan tanggal pinjam pada form peminjaman.
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atas adalah hasil pemikiran dan penelitian saya sendiri.

2. Semua kutipan pada karya tulis saya ini sudah disebutkan sumbernya.

3. Oleh karena itu Disertasi/Thesis/Skripsi/Karya Ilmiah lainnya* saya ini, saya nyatakan bebas
dari plagiat.

4. Apa bila dikemudian hari terbukti terdapat plagiat dalam  penulisan
Disertasi/Thesis/Skripsi/(Karya Ilmiah lainnya)* saya tersebut, maka saya besedia menerima
sanksi sesua peraturan perundang-undangan.

Demikianlah Surat Pernyataan ini saya buat dengan penuh kesadaran dan tanpa paksaan dari

pihak manapun juga.
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LEMBAR PERSEMBAHAN
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Dengan menvebut nama Allah yang maha pengasih lagi maha penvayang

Assalamu’alaikum Warahmatullahi Wabarakatuh

Alhamdulillahi Rabbil "4lamin, segala puji bagi Allah Subhanahu Wa Ta 'ala

f,sebagai bentuk rasa syukur atas segala nikmat yang telah diberikan tanpa ada keku-

ﬁangan sedikitpun. Shalawat beserta salam tak lupa pula kita ucapkan kepada Nabi

ZMuhammad Shallallahu ’Alaihi Wa Sallam dengan mengucapkan Allahumma Shol-

gii ‘ala Sayyidina Muhammad Waala Ali Sayyidina Muhammad. Semoga kita semua
selalu senantiasa mendapat syafa’at-Nya di dunia maupun di akhirat, aamiin ya rab-
bala’alaamiin. Kupersembahkan hadiah istimewa karya kecil ini sebagai salah satu
bentuk bakti, rasa terima kasih, dan hormatku kepadamu orang tuaku tercinta, Ayah
dan Ibu.

Ayah dan Ibu tersayang, terima kasih untuk setiap perjuangan yang di usa-
hakan, doa yang selalu di berikan disetiap sujud panjang, membimbing, dan men-
dorong saya dalam kebaikan dan selalu ada saat keadaan tersulit sekalipun. Terima
kasih untuk segala pengorbanan yang dilakukan. Sampai kapanpun tiada rasa, tiada
cara yang dapat membalas semua yang telah kalian lakukan. Untuk itu saya anakmu

Uini selalu mendoakan yang terbaik agar Ayah dan Ibu bahagia dunia dan akhirat,
zserta diberikan tempat istimewa di sisi-Nya kelak sehingga kita bisa berkumpul
=~kembali bersama-sama di Jannah-Nya.

Terima kasih saya ucapkan kepada Bapak Syaifullah pembimbing Tugas
:Akhir saya yang telah membimbing dari awal perkuliahan hingga saat ini dengan
csetulus hati. Terima kasih saya ucapkan kepada Bapak dan Ibu Dosen Sistem Infor-
Emasi yang selama ini sudah mewariskan ilmu, motivasi, dan arahan untuk menye-
Clesaikan studi di Program Studi Sistem Informasi ini. Terima kasih juga saya u-
?,capkan kepada Adik Laila Rizky Indriani yang sangat saya cintai. Pemilik NIM.
212050116440 terima kasih sudah membersamai peneliti dari awal sampai akhir.
%erima kasih sudah support, serta meluangkan penuh waktunya untuk membantu
gpeneliti dalam menyelesaikan Tugas Akhir ini.

Wassalamu alaikum \Warahmatullahi Wabarakaatuh.
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KATAPENGANTAR

Alhamdulillahi Rabbil "Alamin, bersyukur kehadirat Allah Subhanahu Wa

—Ta’ala atas segala rahmat dan karunia-Nya sehingga Peneliti dapat menyelesaikan

E»Tugas Akhir ini. Shalawat serta salam kita ucapkan kepada Nabi Muhammad Shal-
glallahu "Alaihi Wa Sallam dengan mengucapkan Allahumma Sholli’Ala Sayyidina
—Muhammad Wa’Ala Ali Sayyidina Muhammad. Tugas Akhir ini dibuat sebagai salah
“satu syarat untuk mendapatkan gelar Sarjana Komputer di Program Studi Sistem In-
(:_’tormasi Universitas Islam Negeri Sultan Syarif Kasim Riau.

=

Pada penulisan Tugas Akhir ini, terdapat beberapa pihak yang sudah berkon-

ctribusi dan mendukung Peneliti baik berupa materi, moril, dan motivasi. Peneliti
Ux)'tngin mengucapkan banyak terima kasih kepada:
QD

E 1.

QO

= 2.
3.
4,
5.

eIy WIse)] JiIeAg uejng jo AJISIdAIU) dDIWER][S] d)e)S

Bapak Prof. Dr. Hairunas, M.Ag sebagai Rektor Universitas Islam Negeri
Sultan Syarif Kasim Riau.

Bapak Dr. Hartono, M.Pd sebagai Dekan Fakultas Sains dan Teknologi.
Bapak Eki Saputra, S.Kom., M.Kom sebagai Ketua Program Studi Sistem
Informasi, sekaligus Ketua Sidang peneliti yang telah banyak memberikan
arahan, masukan, dan motivasi selama perkuliahan mulai dari Semester 1
hingga Semester 8 ini.

Ibu Siti Monalisa, ST., M.Kom sebagai Sekretaris Program Studi Sistem
Informasi.

Bapak Tengku Khairil Ahsyar, S.Kom., M.Kom sebagai Kepala Laboratori-
um Program Studi Sistem Informasi sekaligus Dosen Penguji 11 Tugas Akhir
peneliti yang telah banyak memberikan arahan, masukan, nasehat dan mo-
tivasi dalam penyelesaian Tugas Akhir ini.

Bapak Syaifullah, SE., M.Sc sebagai dosen Pembimbing Tugas Akhir
peneliti yang telah banyak memberikan arahan, masukan, nasihat, motivasi
serta menjadi pendengar yang baik selama perkuliahan dan proses penyele-
saian Tugas Akhir ini.

Bapak Dr. M. Luthfi Hamzah, B.IT., M.Kom sebagai Dosen Penguji | Tu-
gas Akhir peneliti yang telah banyak meluangkan waktu dan memberikan
arahan, masukan dan motivasi selama penyelesaian Tugas Akhir ini.

Bapak Muhammad Afdal, ST., M.Kom sebagai Dosen Pembimbing
Akademik peneliti yang telah banyak memberikan arahan, masukan, dan
motivasi dalam penyelesaian Tugas Akhir ini.

Seluruh Bapak dan Ibu Dosen Program Sistem Informasi yang telah banyak
memberikan ilmunya kepada peneliti. Semoga ilmu yang diberikan dapat
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peneliti amalkan dan menjadi amal jariyah.

Seluruh Pegawai dan Staf Fakultas Sains dan Teknologi yang telah mem-
bantu dan mempermudah proses administrasi selama perkuliahan ini.

Ayah Peneliti Ladi Saputra yang telah mencintai dan menyanyangi peneliti
selama ini. Terima kasih atas jerih payah, pengorbanan dan kerja keras yang
membuat peneliti termotivasi dalam menyelesaikan gelar Sarjana Strata 1
(S1) ini.

Ibu Siti Kholifa (almh) terima kasih telah melahirkan putri kecil yang kuat
dan hebat ini. Semoga ibu selalu bahagia di surga Allah Subhanahu Wa
Ta’ala.

Kakek Slamet yang telah mencintai dan menyayangi peneliti. Terima kasih
atas jerih payah, pengorbanan dan kerja kerasnya yang membuat peneliti
termotivasi dalam menyelesaikan gelar Sarjana Strata 1 (S1) ini.

Adik Laila Rizky Indriani tercinta terima kasih telah memberikan perhatian,
semangat, support serta doa kepada peneliti.

Sahabat-sahabat tercinta, yaitu Julio Vernando, Agisti Mutiara Ayulya, De-
ra Fitriani, Putri Elviani, Nadila, Salsabila, Kina, Ahmad Dhani, Dani Har-
made, M. Wira, Indah Nirwana, Hafiz, Indah Ramadhani, Preti, Kak Melati,
Arif Kurniawan, Oktarizal, Abdul Latif, Dzaky Anza, Randa, Aan Pradika,
Nurmarinda, Murni, Ulvi, Ovi, Anggi, Elvina, Rizki Wisly, Nanda Nazira.
Semua pihak yang namanya tidak dapat disebutkan satu persatu, yang telah
banyak membantu dalam pelaksanaan serta penyelesaian Tugas Akhir ini.

Semoga segala doa dan dorongan yang telah diberikan selama ini menjadi

Yamal kebajikan dan mendapat balasan setimpal dari Allah Subhanahu Wa Ta'ala.
%Peneliti menyadari bahwa penulisan Tugas Akhir ini masih banyak terdapat keku-
srangan dan jauh dari kata sempurna. Untuk itu kritik dan saran yang membangun
;sangat diharapkan untuk kesempurnaan Tugas Akhir ini dan semoga laporan ini
=bermanfaat bagi kita semua. Akhir kata penulis ucapkan terima kasih.

eIy WISe)] JIIeAg uej[ng Jo A}IsIdArup)

Pekanbaru, 20 Mei 2024
Penulis,

APRILIA MAYANG SAPUTRI
NIM. 12050320351
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2 Abstrak

Memahami keamanan siber sangat penting di era digital saat ini, Faktor manusia
berperan penting dalam keamanan siber, dengan lebih dari 95% serangan yang berhasil
dilakukan. Selain faktor manusia tekanan waktu juga tidak boleh diabaikan. Penelitian terkait
cybersecurity terhadap human factor dan time pressure masih terdapat kekurangan literature.
Oleh karena itu Penelitian ini bertujuan untuk menganalisis perkembangan dan tren Keamanan
Siber mengenai faktor manusia dan tekanan waktu dari tahun 2014 hingga 2023 menggunakan
Analisis Bibliometrik dari perangkat lunak R studio. Data yang didapatkan dalam penelitian ini
sebanyak 110. Metodologi penelitian meliputi perencanaan, identifikasi kata kunci, pencarian
data Scopus, bibliometric dan biblioshiny, tren terkait cybersecurity, human factor dan time
pressure dan terakhir peta tematik. Hasil dari penelitian ini memberikan gambar terkait
perkembangan jumlah publikasi yang terus meningkat pada tahun 2023 dengan sebanyak 30
artikel, Computer and security dan Journal of cognitive engineering and decision making
merupakan jurnal yang paling relevan, Adam Mtp dan Chowdhury Nh menjadi penulis yang
tet4tas. Selain itu juga memberikan gambaran terkait tren cybersecurity, human factor dan time
prEssure melalui peta tematik dengan Information security, cybersecurity awarenness,
cy&ersecurity, phising, human factor dan security menjadi tren topik untuk penelitian selanjutnya.

w

Kata kunci— Cybersecurity, Human Factor, Time Pressure, Analisis Bibliometric

A Abstract

(= Understanding cyber security is very important in today's digital era. Human factors
plaj an important role in cyber security, with more than 95% of successful attacks being carried
oug Apart from the human factor, time pressure should not be ignored. Research related to
cybersecurity on human factors and time pressure still lacks literature. Therefore, this research
aims to analyze Cyber Security developments and trends regarding human factors and time
pressure from 2014 to 2023 using Bibliometric Analysis from R studio software. The data obtained
inthis research was 110. The research methodology included planning, keyword identification,
Scgpus data search, bibliometrics and biblioshiny, trends related to cybersecurity,human factors
arfd_ time pressure and finally a thematic map. The results of this research providea picture
regarding the development of the number of publications which will continue to increasein 2023
with as many as 30 articles, Computer and security and Journal of cognitive engineeringand
de@bsion making are the most relevant journals, Adam Mtp and Chowdhury Nh are the top
ors. Apart from that, it also provides an overview of cybersecurity trends, human factors and
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time pressure through a thematic map with information security, cybersecurity awareness,
cy%x’ersecurity, phishing, human factors and security being trending topics for further research.

K@words— Cybersecurity, Human Factor, Time Pressure, Bibliometric Analysis
1. INTRODUCTION

The presence of increasingly sophisticated technology has created various security
cI"@lenges including cyber attacks that can threaten critical information and infrastructure [1].
Having a good understanding of Cybersecurity is very important in today's digital era. A large
amount of research has been conducted to understand the factors that influence the success or
fagﬁre of Cybersecurity [2]. Failure in Cybersecurity is not just about designing and providing
sophisticated information technology (IT) artifacts, but human factors as well [3].

g Experts have long recognized that human factors play an important role in Cybersecurity
[3}gIn 2017, more than 200,000 computers in 150 countries were affected by the largest
ragsomware attack due to negligence in updating Windows patches and opening suspicious emails
[4¢and it is estimated that more than 95% of successful attacks were caused by human error [5].
Apart from human factors, time pressure is also a factor that should not be ignored. Organizations
often face high time pressure in a competitive and dynamic business environment, which can
influence decisions related to Cybersecurity [6].

According to [7] research entitled Towards an Improved Understanding of Human Factors
in Cybersecurity discusses human factors and cyber security. The results of this researchshow that
human factors in cyber security are still the main concern rather than technology. According to
[6] research A Team-Level Perspective of Human Factors in Cyber Security: Security Operations
Centers which discusses a team's understanding of human factors in cyber security. The results of
this research are the need to consider human factors and the need for goodteamwork in improving
cyber security. [8] through an article entitled The Impact of Time Pressureon Cybersecurity
Behavior: a systematic literature review. This research discusses the impact of time pressure on
cypgrsecurity behavior. The results of this research show that human firewalls under time pressure
ingyber security often experience threats that have the potential to cause disaster for users.

= Although several previous reports have been conducted to demonstrate an understanding
ofghe Cybersecurity and human factors categories, there is still a lack of literature regarding the
deyelopment and trends of time pressure [8]. From this context, knowledge about thematic
de¥elopment and expansion patterns of Cybersecurity trends, human factors, and time pressure is
stifl lacking [9]. Therefore, this research aims to analyze Cybersecurity developments and trends
re§arding human factors and time pressure from 2014 to 2023 using Bibliometric Analysis from
théR Package in RStudio. including biblioshiny which is a shiny application that provides a web
int:rface for bibliometrics. From this context, the application of bibliometric analysis methods
cap summarize data, namely in the form of publication units [10]. Bibliometric analysis is also
usgd to determine global research developments, analyze distribution maps, and interpret
cygéersecurity regarding human factors and time pressure. This research describes questions
related:

RQ1: How will cybersecurity develop regarding human factors and time pressure from 2014-

Alfw e

N
g

RQ2: What are cyber security trends regarding human factors and time pressure in the

q,
re s
D
-~
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Q:): 2. METHODS

=
2.DPlanning

‘©  The planning stage begins with determining a theme, where the theme in this research is
refated to cybersecurity. This research uses data from 2014-2023. This data was obtained from the
SCOPUS database which contains various quotes regarding keyword searches used for
bibliometric analysis. This database is often used to retrieve data in systematic reviews [11] and
bigj_iometric analysis [12] because it contains the highest quality scientific publications. In this
Ci% the procedure produced a data document containing 110 articles. The metadata is then
extracted in bib style format.

Planning

v
Identify Keyword
v
Searching Scopus Data
v
Bibliometric

v

Trend cybersecurity, human
factor and time pressure

v
Thematic Map

Figure 1 Methodology

nery ejysng N

2.1. 2.2 Identify Keyword

Keyword identification is a step taken by researchers to find the keywords to be used.
Keyword identification was carried out by collecting various articles and journals related to
Cybersecurity, human factors, and time pressure [13]. In bibliometric analysis, the use of
keywords allows researchers to better measure the trends, quantity, and impact of research related
to-a particular topic. Apart from that, keywords are also used to facilitate searching and
urﬁerstanding relevant scientific literature in a knowledge domain. Researchers use Boolean logic
operators such as AND/OR in determining keywords [14].

L. This research uses the search keywords " Cybersecurity”, "Human Factor”, "Time
Prﬁsure" with the search syntax: ALL (Cybersecurity OR "Cyber Security” OR "Information
segurity” AND "human factor” AND "time pressure™ OR "time limit" OR “time stress” OR “time
cofistraint”) AND (LIMIT-TO (DOCTYPE, “ar”)) AND (LIMIT-TO (PUBSTAGE, “final”))
AND (LIMIT-TO (SRCTYP, <)) AND (LIMIT-TO (LANGUAGE, “English™)). This keyword
wHH:be used by researchers in searching for data in the Scopus database regarding this topic.
Se&rching for keywords in the Scopus database can be seen in Figure 2.

aved searches =+ Create new saved sear

Combine queries eg #MANDNOTHS Q@

ID Name Query Documents Date last run Actions

#23 cybersecurity Cyber security A ALL ( cybersecurity OR "Cyber security” OR "Informa 110 07 Nov 2023 £y o+
tion security” AND "Human Factor” AND "Time press
ure” OR "time limit" OR "time stress” OR "time const
raint" ) AND (LIMIT-TO (DOCTYPE, "ar")) AND
(LIMIT-TO ( SRCTYPE , 'j")) AND (LIMIT-TO ( LAN
GUAGE , "English" ) )

View Less - # Edit query

Figure 2 Keyword search in the Scopus database

Developments and Trends in Cybersecurity Against Human ... (Aprilia Mayang Saputri)
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2.§_Searching Scopus Data

o  Research on Cybersecurity can be found in various scientific publication media, whether
jag'nals conference proceedings, or books. These media have different qualities. One thing that
determines quality is the peer review process [15]. Therefore, this research chose Scopus and Web
of8cience as data sources because scientific articles indexed by Scopus go through a peer review
protess. Scopus is a citation and abstract database supervised by experts in the field [16]. Based
on=nformation from the Scopus website (http://www.scopus.com) which was accessed on 07
November 2023, data was generated for 226 articles that were in accordance with the research
theme. Scopus is the world's largest data center covering millions of scientific literature published
decades ago by Elsevier. Scopus helps researchers to search, analyze and visualize research
ef@tively [17]. A total of 226 articles were filtered to prevent duplicate keywords and filters,
sueh as (1) search in "all fields" (2) Selected Criteria 10 Years (2014-2023), (3) Filter based on
D@ument Type, (4) Publication Stage, (5) Source Type, and (6) Language. In this case, the
preecedure produced a data document containing 110 articles whose metadata was then extracted
inBib-style format. This results in the retrieval of a variety of information, including citations,
bibliograpic, abstract & keywords. This can be seen in the figure 2.

R .
2.4 Bibliometrics

Professor Massimo Aria launched Bibliometrics in 2017. Bibliometrics is a package used
in R software. In R, there is also biblioshiny which is an application that provides a web interface
for bibliometrics[18]. To use bibliometric and biblioshiny techniques, you can install R from
Rstudio. After installing, run the command “install.packages (“bibliometrix”), this is used to
install the bibliometrix package. When finished, then "library(bibliometrix) where this command
is to load the bibliometrix package. The final step is to enter the command “biblioshiny()”, this
command opens the interface. The metadata is extracted in the form of bibs, the data will be
imported and converted to data frame collection. The biblioshiny interface will display analysis
and plot results for four different level metrics including: source, author, document, and Clustering
by Coupling. Followed by an analysis of three knowledge structures (K-structures) such as:
conceptual structure, intellectual structure and social structure. Of the 7 analysis menu, each
contains a submenu where this supports scholars in using bibliometrix's main features easily.The
bib}ioshiny interface can be seen in the figure 3.

7 &5 bibliometrix Q ? ® @
e biblioshiny: the shiny app for
i bibliometrix

BB Overview

Aria, M., & Cuccurullo, C. (2017). bibliometrix: An R-tool for comprehensive

B Sources

science mapping analysis. Journal of Informetrics , 11(4), 959-975.

For an introduction and live examples, visit the bibliometrix website

Figure 3 biblioshiny interface

=
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2.§Trends Cybersecurity, Human Factors, and Time Pressure

= Along with technological advances and increasingly complex cyber threats, Cybersecurity
trends, human factors, and time pressure continue to experience major developments. Trend
analysis can be performed after importing Scopus data in bibliometrics [19]. Bibliometric
Cybersecurity trends, human factors, and time pressure can be seen on the thematicmap which is
clustered into several clusters. This thematic map will later become a reference for future
re@_archers to research the themes of Cybersecurity, human factors, and time pressure [20].

2.5.1 Thematic Map

€ Thematic map analysis of Cybersecurity, human factors and time pressure is linked to two
dimensions, namely density and centrality. Furthermore, the themes on the thematic map are
grouped based on 4 different categories, namely, motorbike themes, niche themes, emerging of
dgining themes, and basic themes [21]. Motor Themes is located in the first quadrant, top right
with a cluster network that has high centrality and density, indicating that the themes have been
well developed and are important for structuring research subjects [22]. Niche Themes or special
themes are located in the second quadrant, top left with high density themes and low centrality
wlﬂh indicates that its relevance is limited [23]. Emerging of declining themes is located in the
thivrd quadrant, bottom left with low centrality and low density themes and indicates that they are
bdth minimally advanced and margin [24]. Lastly, Basic Themes which are located in the fourth
guadrant, bottom right with high centrality and low density, these themes are very important for
transdisciplinary research issues [25]. In a visual representation, identifying a trajectory is shown
by dividing time into segments in other words a movement towards the top right over time
indicates an increasing trend while a path towards the bottom left indicates a decreasing trend.

3. RESULTS AND DISCUSSION

3.1 Cybersecurity Development Against Human Factors and Time Pressure

The data used in this research amounted to 110 articles originating from the Scopus
database taken from 2014-2023 which were identified based on document type, journal source
type, year of research, search within "all fields" and research trends. Next, the data was processed
using a bibliometric approach with R Studio software based on 110 existing article data. The
pr'E_:cessed data results display graphs of statistical data based on the data in the article.

o
3.5:1 Cybersecurity research on human factors and time pressure based on publications and

average annual citations

= Based on the available publication results, it describes the total number of publications
and article citations so that the volume of article publications can be measured. Figure 4 and Figure
5 show the development of Cybersecurity regarding human factors and time pressure from2007 to
2023.

Annual Scientific Production ‘ Average Citations Per Year

30 7 —
w0 17

& ¢ 1500 7 | 2 g,
208 % T ~ Al - 9916
10,00 7 7,08 P 7 p!
15 4 y 4
117 500 7,0 9 sl BB s 33 263 0
10 7 g 048 lj 21204
= 4 4 - = 000 Ve a . L a L ok o — o 7D7
5 2 2 2 i .
: B 0 0 0 88 0 ' ' ' ' 2007 2008 2012 2013 2015 2016 2017 2018 2019 2020 2021 2022 2023
0 - e =
~ =] [} (=1 - o m < v w ~ «@ (=2} o —t o~ o© ™
S 88 g3 322 g8 & 2 28 8 38 o | MeanTCperYear m CitableYears
o~ o~ o~ o~ o~ o~ o~ o~ o o~ o~ o~ o~ o~ o~ o~ o~

Figure 4 Research developments based on Figure 5 Research development based on
publications average annual citations

Developments and Trends in Cybersecurity Against Human ... (Aprilia Mayang Saputri)
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L Figure 4 presents the evolution of Cybersecurity publications on human factors and time
prédsure based on the number of publications from 2007 to 2023. During this period, the 110 most
reﬁ/ant scientific publications were presented. In 2007, 2008, 2012, 2013, 2015, until 2018 the
development of publications was at a medium level with the number of articles being 1, 2, 2, 2, 3,
4,_2, and 3 articles. However, in 2009, 2010, 2011, and 2014 there was no increase in the number
offarticle publications. The number of article publications began to increase in 2019 witha total of
7 agticles. The number of publications continues to increase in the following years until2023 with
arcincrease in the number of publications by 30 articles.

= Based on Figure 5, the average number of article citations per year is depicted. Since the
ergergence of research on Cybersecurity on human factors and time pressure in 2007, the average
number of annual citations has gone through several different phases. In the first phase, the
avefage value increased progressively from 2007 to 2008, reaching 7.03 in 2008, before
depreasing to 4.62 and 2.36 respectively in 2012 and 2013. For the second phase, Cybersecurity
or=human factors and time pressure increased and peaked in 2016 with an average of 9.16
ciﬁtions. This was accompanied by a third phase where the average value decreased to 4.04 and
0.44 in 2017 and 2018. In 2019 the average citation increased by 4.09 and continued to increase
sigpificantly in 2020 with an average citation of 7.41. Average citations peaked in 2016 and 2020
with average citations of 9.16 and 7.41 from early 2007 to the present. This shows that the period
staeting in 2021 and ending in 2023 continues to experience a decline in the average number of
citations with the lowest value of 1.20 occurring in 2023.

3.1.2 Cybersecurity research on human factors and time pressure based on the most relevant

journals
Table 1 Research developments based on the most relevant journals
Sources Articles
Computers and Security 6

Behavior and Information Technology

Information and Computer Security

International Journal of Human-Computer Studies

Journal Of the Association for Information Systems

Sensors

Acm Transactions on Privacy and Security

Applied Ergonomics

Computers In Human Behavior

N N N N w| W & & OO

Journal Of Cognitive Engineering and Decision-Making

dTWR[S] 3}e}S

Based on Table 1, there are the top 10 published journals with the highest number of
publications. Computer and Security and Behavior and Information Technology journals were
ragked first and second with 6 and 5 articles respectively. Information and Computer Security and
th&International Journal of Human-Computer Studies were ranked third with 4 articles each. The
Jofirnal of the Association for Information Systems and Sensors was ranked fourth with a total of
3 @rticles. Further publications such as Acm Transactions on Privacy and Security, Applied
Ed@onomics, Computers in Human Behavior, and Journal of Cognitive Engineering and Decision
Making were ranked last with a total of 2 articles.
-~

3.@ Cybersecurity research on human factors and time pressure based on the most relevant

= keywords

g Word co-occurrence networks are used to map and combine terms taken from keywords,

titkes, or abstracts in a bibliography to analyze words and determine the conceptual structure of a
framework. Describe terms from textual fields such as abstract, title, keywords, and author as well

asiemove words and apply a stemming algorithm porter. Stemming is the reduction of changed
-~

o
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(or'sometimes derived) words to their basic form in a written format that emphasizes the words

th&.appear most frequently in a text or reader's collection.

o  Cybersecurity analysis of human factors and time pressure, and identification of the most
m:@ortant topics, concepts, and themes are also facilitated by analyzing the most frequently used
wekds. The frequency of the author's keywords in Cybersecurity publications regarding human
fattors and time pressure can be seen in Figure 6. Cybersecurity is ranked first out of 978
keywords that frequently appear with 15 occurrences, phishing, time pressure, decision making,
cyber security, technostress, and human-computer. interaction, human factors, information
sesdrity, and literature review with 10, 8, 5, 4, 4, 3, 3, 3, and 3 word occurrences respectively.
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Figure 6 Research developments based on the most Figure 7 WorldCloud

relevant keywords

WorldCloud can be seen in Figure 7, where WorldCloud describes the author's keywords
with the font size of a term indicating its frequency level. Even though Figure 6 and Figure 7 have
different shapes, the content remains the same with a different presentation concept.
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3.1.7 Cybersecurity research on human factors and time pressure based on Collaboration
Country

International cooperation between countries can be seen in Figure 8 with the red line
showing connections when cooperation is found between two countries or regions. Circles are
to indicate the frequency with which a particular topic trend appears with horizontal lines
ating the range between quartiles, indicating the period in which a topic trend reaches its
ogularlty In this case, the line width is proportional to the degree of collaboration. Australia,
Austria, Canada, and China are also centers of publication with many red lines visible between
th&8e countries and others. Australia has specifically established 6 cooperative relationships with
otRer countries regarding the publication of 2, 1, 3, and 1 articles with Germany, Lithuania,
Malaysia, and the United Kingdom. Austria currently has partnerships with the countries of
Cdnada and Germany which have resulted in the publication of 1 and 1 articles. Canada also
lished partnerships and published 1 and 1 articles with New Zealand and Serbia. Lastly,
China collaborated with Australia and produced 2 articles. China and the United Kingdom also
aborated and produced 1 article.
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3.118 Cybersecurity research on human factors and time pressure based on trends topic

Q,; The circles that can be seen in Figure 9 show the frequency of occurrence of certain
keywords, with the horizontal line showing the range between the first quartile and the third
guartile. Where the circle shows the period and extent to which the keyword achieved popularity.
Based on an analysis of 978 occurrences of words in Cybersecurity regarding human factors and
tirfte pressure, network security, there are 10 trending topics from 2017 to 2023. In 2019 computer
sectrrity became a trending topic until 2023. Not only that, female, male, and adult, are trending
topies or research that are often discussed in 2020 until 2023. in 2022. Human research and articles
arestrending discussion topics in 2021. Not only that, Cyber security, phishing, and computer
crime, are discussions that are often discussed by research until now in 2023. However, it can be
seen in Figure 13 of the thematic map, Information security, cybersecurity awareness,
cy%rsecurity, phishing, human factors, and security are trending topics for further research.

Trend Topics

nely eysn

L4 %)

.

vear®

Figure 9 Research developments based on trends topic

3.1.9 Cybersecurity research on human factors and time pressure based on the Co-occurrence
Network

Based on Figure 10, it can be observed that 5 clusters are grouped and interconnected,
with each group represented by the most dominant element. These results, decision making, cyber
seg.Jrity, behavioral research, computer crime, phishing, cyber security, electronic mail, and time
pressure are the first clusters marked with red nodes and represent the other clusters. The second
clgster is shown with blue nodes. Meanwhile, the third cluster is marked with green nodes.
Human, human experiment, adult, female, and male is the fourth cluster marked in purple. Finally,
cldfster 5 is shown with an orange node. According to the keyword cumulative degree plot in
m%;!ile exploration, cyber security is a keyword with a plot degree of 0.867. Human is the most
central keyword with a level of 1.00. This is accompanied by decision-making, computer crime,
elédtronic mail, adult, phishing, female, male, behavioral research, Cybersecurity, computing
secdrity, and time pressure with degrees 0.926, 0.691, 0.628, 0.59, 0.569, 0.569, 0.569, 0.537,
0.521, 0.511, and 0.484.
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Figure 10 Research developments based on co-occurrence networks
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3.29rends Cybersecurity to Human Factors and Time Pressure

= The analysis method is responsible for the visualization of data through maps such as
soeial networks and two-dimensional maps. Network Analysis also allows statistical analysis of
thes resulting map to show differences in the relationships of the various detected clusters.
Vistialization describes the results of analysis contained in scientific maps such as thematic maps,
where thematic maps depict a network that shows the proximity between objects that have
sirﬁi_larities [26]. However, the purpose of the analysis is to determine the conceptual, intellectual,
or=social evolution of a field of analysis by identifying patterns, trends, seasonality, and outliers.
Theaim of this analysis is to identify features with high intensity in a limited time. In this context,
a series of clusters and thematic areas are used to describe evolution over several periods [27].

3.0)5 Thematic Map

—  Thematic map analysis of Cybersecurity, human factors, and time pressure is associated
with two dimensions, namely density and centrality. Furthermore, the themes on the thematic map
are grouped based on 4 different categories, namely, motorbike themes, niche themes, emerging
or:UecIining themes, and basic themes.

partial least squares !
theory of planned behavior : cyber security
i human-computer interaction
] technostress attention
] case study
! stress
(=] ]
S35 :
B s O A J—— e 0 A 2
gé‘i ettty % m:z:s:;:igl:ggrsecurity awareness
g
cybersecurity
human factors timi ‘-E»égﬂ" e
security
Relevant;e degree
(Centrality)
= . .
& Figure 3 Thematic Map
55
® Based on Figure 11 Cyber security, human-computer interaction, attention, technostress,
case study, and stress are part of the motor themes. Partial least squares and the theory of planned

behavior are part of the niche themes in the upper left quadrant. Automation is in the Emerging
ofdeclining Themes section which is located in the third quadrant, bottom left. Information
seg)rity, cybersecurity awareness, mechanical, cyber security, phishing, time pressure, human
fagtors, and security are part of the Basic Themes. On basic themes Information security,
cybersecurity awareness, mechanical, cyber security, phishing, time pressure, human factors, and
seCurity are important topics that are not developed optimally. However, among several topics in
th%basic theme quadrant cybersecurity, human factors, information security, and cybersecurity

awfareness have a high centrality rank and a low-density rank which can be seen in Table 3.

Developments and Trends in Cybersecurity Against Human ... (Aprilia Mayang Saputri)
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L Table 2 Visual interpretation based on thematic map clusters
Y Clusters RankCentrality RankDensity
=~
o Technostress 9 12
- Cyber Security 125 13
~ n
® Cybersecurity 14 2
=] Information Security 10.5 7
= Machine Learning 4.5 7
= Human Factors 10.5 1
C Mental Workload 45 7
= Visualization 45 7
=
Ah 45 7
[9)) p
= Partial Least Squares 4.5 14
2 Cybersecurity Awareness 125 7
D Covid-19 45 7
E Maritime Safety 4.5 7
ol Automation 45 7
c

4. CONCLUSIONS

RQ1: How will cybersecurity develop regarding human factors and time pressure from

2014-2023? The development of cybersecurity regarding human factors and time pressure based
on article publications from 2009 to 2014 did not find any development in the number of
publications. The number of article publications began to increase in 2019 with a total of 7 articles
and continues to increase with a total of 30 articles in 2023. The average citation reached its peak
in 2016 and 2020 with an average citation of 9.16 and 7.41. Computer and security ranked first
with the highest number of publications with 6 articles. The Journal of Cognitive Engineering and
Decision Making was ranked last with the number of published articles of 2. Adam Mtp and
Chfwdhury Nh were ranked first and second with the number of articles of 4. Based on an analysis
0ff978 occurrences of words in cybersecurity regarding human factors and time pressure cyber
seBurity, phishing, and computer crime are trending discussions until now in 2023. Information
seaurity, cybersecurity awareness, cybersecurity, phishing, human factors, and security are
trending topics for further research.
R@2: What are cyber security trends regarding human factors and time pressure in the future?
Cybersecurity trends regarding human factors and time pressure can be seen with a thematic map.
Thete are 4 different categories in the thematic map, including motor themes, niche themes,
emerging of declining themes, and basic themes. Research trends can be seen in basic themes
wlhfere cybersecurity, human factors, information security, and cybersecurity awareness have a
high centrality rank and a low-density rank. Cybersecurity has a RankCentrality of 9 and a
RankDensity of 12, Human factor has a Rank Centrality of 10.5 and a Rank density of 1,
information security has a Rank centrality of 10.5 and a Rank density of 7, and finally
cyBersecurity awareness has a Rank centrality of 12.5 and a rank density of 7.
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