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Alhamdulillahi Rabbil ’Alamin, segala puji bagi Allah Subhanahu Wa Ta’ala
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lgala Sayyidina Muhammad Wa’ala Ali Sayyidina Muhammad. Semoga kita semua
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; Tugas Akhir ini merupakan kado kecil dari peneliti untuk Ayahanda, Ibunda,
I<_5;_,kak dan Adek peneliti yang tidak pernah henti-hentinya memberikan peneliti
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Irawati yang telah mendo’akan dan mendukung yang terbaik kepada peneliti, serta
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1. Bapak Prof. Dr. Hairunas, M.Ag sebagai Rektor Universitas Islam Negeri
Sultan Syarif Kasim Riau.
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3. Bapak Eki Saputra, S.Kom., M.Kom sebagai Ketua Program Studi Sistem
Informasi sekaligus ketua sidang Tugas Akhir peneliti.

=
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Informasi.
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Bapak Muhammad Jazman, S.Kom., M.Infosys sebagai pembimbing Tugas
Akhir yang telah banyak memberikan arahan, masukan, nasihat, serta moti-
vasinya baik dalam penyelesaian Tugas Akhir, maupun juga dalam perkuli-
ahan dan kehidupan sehari-hari. Setiap motivasi yang diberikan akan selalu
peneliti ingat dan dijadikan sebagai pelajaran hidup.

Ibu Dr. Angraini, S.Kom., M.Eng dan Ibu Mona Fronita, S.Kom.,
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M.Kom sebagai Penguji peneliti yang telah banyak memberikan arahan,
nasihat, masukan, serta motivasinya baik dalam penyelesaian Tugas Akhir,
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juga dalam perkuliahan dan kehidupan sehari-hari. Setiap motivasi yang
diberikan akan selalu peneliti ingat dan dijadikan sebagai pelajaran hidup.
Seluruh Bapak dan Ibu Dosen Program Studi Sistem Informasi yang telah
banyak memberikan ilmunya kepada peneliti. Semoga ilmu yang diberikan
dapat peneliti amalkan dan menjadi amal jariyah.

Seluruh Pegawai dan Staff Fakultas Sains dan Teknologi Universitas Islam
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berikan bantuan, motivasi dan arahan, serta meluangkan waktu dalam setiap
proses menyelesaikan Tugas Akhir.

Terkhusus kepada kakak dan adek peneliti tercinta Vivi Pratiwi dan Granan-
da Hafidzul yang selalu memberikan semangat dan dukungan.
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t Thg research focuses on the risk assessment and mitigation of the Hitmi system, an information system used by PT
CP@;e nan N_cr_santara (PTPN V) for calculating employee premiums. The study aims to identify and evaluate the risks associated with
...th(gs em's Mformation technology assets and provide risk mitigation recommendations in accordance with information security
=practiges and ¢he Personal Data Protection Act. The rescarch methodology includes several stages: Planning, Data Collection, Analysis
gang Dmta Proeessing, and Final Phase. In the Planning Stage, the problem is identified through observations and interviews, and the
'grega purpése is defined. The Data Collection Phase involves literature studies, observations, interviews, and the use of OCTAVE-
38 Sheets to calfgct relevant data. The Analysis and Data Processing stage focuses on analyzing the collected data and processing it for
Scomclusions and problem resolution. The OCTAVE-S framework is used to identify assets, vulnerabilities, and develop security
ostigtegies andplans. The results and discussion section presents the mapping of the OCTAVE-S analysis with the Personal Data
.OP@ectlon Act, identifying organizational information, and assessing organizational security practices. The risk impact assessment
Ocrigeria are used to evaluate the risks, and the assets of the organization are identified. The assessment of security practices reveals
Qargas of 1mprBUement and areas where good security practices are already implemented. Based on the findings, recommendations for
2_1’1@2 mltlgatl(& are provided. These recommendations include security awareness and training programs for employees, improved
Oregaurce allogation for security activities, regular updates to security policies, and the implementation of access control measures,
< inéident management procedures, and encryption techniques. This research contributes to enhancing information security practices and
8reélc1ng risks associated with the Hitmi system at PTPN V. The findings can guide the organization in implementing effective security
8coﬁ'trols complying with the Personal Data Protection Act, and ensuring the confidentiality, integrity, and availability of sensitive data.
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1. INTRODUCTION

rmation systems generally investigate and discuss the processes in which the system itself is implemented and
@Ployed to ensure that all relevant parties involved in the system can obtain the desired information effectively[1].
SInformation Systems in general, refers to hardware, digital applications, storage, communication systems, internet

ut&itles and almost all other aspects of business technology infrastructure, organizations, governments, schools, or other
3grgups that shape the idea of big data[2], [3]. However, the use of information systems has various risks such as electrical
Dfagure due tehatural factors, human error, system damage due to viruses, fire, data leakage due to hackers and others[4].
8In®recent tlljh'_es there have been documented cases of unauthorized disclosure of personal data occurring within
31n§1tut10na1’ﬁnd government settings, as well as in private companies, specifically in the realm of fintech start-ups[5].
5, § The protectlon of personal data is a human right that needs to be given a legal basis to provide security over
3pe?sonal data. This is done to minimize the risk of data leakage on electronic systems. The Government has made the
3L on the Erotectlon of Personal Data in the Law of the Republic of Indonesia No.27 of 2022[6]. Information Systems
.Oa Information Technology (IT) plays an important role in risk management[7]. Risk management is the recurring
gpracess of 4nalyzing, designing, implementing, controlling, supervising strategies and stages to implement security
Spolicies[8]. Fhe purpose of risk management is to address a variety of problems such as the inadequacy of business
Bprocesses, the company’s reputation down, financial loss or bankruptcy of the company as well as the security of IT
2systems thatgtore, process, or transmit information[8], [9]. In a company or organization, risk management refers to the
8CIA (Confidentiality, Integrity, Authentication) by identifying threats, classifying organization assets, and assessing
Ssystem vulngrabilities so that effective security controls can be applied[10].
§ PT Perkebunan Nusantara (PTPN V) is located in JI. Rambutan No.43, Sidomulyo East, Marpoyan Peace,
SPekanbaru , Riau 28294 is a company that operates in the palm and coconut planting sector in its management. PTPN
2V is a state-g_wned enterprise (BUMN) and the largest agribusiness and agro-industrial company of palm and rubber in
CRiau with the main purpose of serving the public or public interest[11]. In supporting the business processes in the
§¢ompany, PTPN V uses the information system. The information system used is the Hitungan Premi system (Hitmi
DSystem). Th%jHitmi system is a system for calculating employee premiums. The premium is an additional salary given to
Semployees Wwho work in the factory to process palm coconut. Before using the Hitmi System in PTPN V still use manual
@calculation, 0 there are some of the following problems: 1) High HPP, premium costs above the budget; 2) Frequently
Soccurring cateulation errors and the application of premium terms; 3) Difficult to monitor and evaluate premium
calculations®

The gévelopment of digital technology transformation in PTPN V as tools supporting then implemented Hitmi

ystem. In the operation of the hitmi system suffered barriers such as human error, where users often enter the data
n:)-lncorrectly ﬁ will affect the instance. Hitmi systems load some sensitive information such as the personal data of

employees and employee salary data so it is necessary to investigate so that there is no error input data that can affect the

Copyright © 2023, Gita Nurul Aini. This is an open access article distributed under the Creative Commons Attribution License,
BY which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. Page 765
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results of salary calculation. In 2021, the hitmi system was hacked by hackers. the hacker entered the network and replaced

1nd“e;&)hp with an image resulting in the system being unusable. If the event is ignored by the company, it is concerned

Pthie tﬁe hacking and the theft of sensitive data will happen again. In order to reduce the occurrence of threats or

§§m§10g1cﬂb risks, a risk assessment of the existing Hitmi system on PTPN V. The aim is to measure the level of

Bsqgo%ness Of risk and develop security controls to reduce losses and get maximum benefits for the agency, as well as to
_g'mgp with tHe Personal Data Protection Act. It requires a framework to identify information security risks, such as the
mong_VE EMEA, and ISO frameworks.
> 9 SThe ;;development of digital technology transformation in PTPN V serves as a supporting tool for the
%mg)lé%lenta n of the Hitmi system. However, the operation of the Hitmi system faces certain challenges, such as human
< (=
mergpr;where— ausers often input data incorrectly, leading to potential issues. The Hitmi system contains sensitive
glngimatlonﬂncludmg personal employee data and salary information, making it essential to investigate and prevent any
Ed% amput errors that could impact salary calculations. In 2021, the Hitmi system was hacked by hackers who gained
=
xunauﬁonze ccess to the network and replaced the index.php file with an image, rendering the system unusable. If this
glngdﬁnt is digregarded by the company, there is a concern that hacking and theft of sensitive data could occur again. To
gmﬁlg&e thecpecurrence of threats and technological risks, a risk assessment of the existing Hitmi system in PTPN V is
Jnemessary The objective is to assess the severity of risks and develop security controls to minimize losses and maximize
gbeﬁeﬁts for ((he organization, while also aligning with the provisions of the Personal Data Protection Act. This requires
-ctherutlhzathg of frameworks like OCTAVE, FMEA, and ISO to identify information security risks.
8@ 3 Operatjonally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is a method used to identify and
g_'e%luate organizational risks that focus on strategic issues related to practices[12], [13]. OCTAVE-S is a simple
ngthodologg and supported by the Technology Insertion, Demonstration and Evaluation (TIDE) program at SEI, aimed
Pat@mall organizations and assumes that such organizations have security involved in the process[14], [15]. OCTAVE-S
BisFed by a small, interdisciplinary team (three to five people) of an organization’s personnel who gather and analyze
ainﬁ)rmation, producing a protection strategy and mitigation plans based on the organization’s unique operational security
SHigks[16].
= 3 Some previous studies using the OCTAVE Framework research entitled “E-Procurement System Risk Analysis
BUSng OCTAVE-S Method” with system security risk analysis obtained threats with yellow status where the agency needs
:g’_togmprove the security management system to prevent risks that have a major impact and interfere with operational
gaogvities[ﬂ] The study entitled “Information Security Planning Based on Information Technology Risk Analysis Using
DOBTAVE Method and ISO 27001 (Case Study of the IT Field of the Banten Police Region)” was concluded after the
manaly51s process carried out that there are 28 risks that may occur in the IT field of Banten police area with the highest
mRé\I value of 240 to the lowest RPR value of 18. Risk mitigation recommendations can be made with 11 controls
=cantained in ISO 27001[18]. Research with the title IT Risk Management Analysis and Asset Security Using OCTAVE-
mS g/lethod The OCTAVE-S method has proven to identify risks and the results of the assessment have been concluded in
“a Sategory tHat is very high, high, medium, low, very low. Very high, at this level the researchers had 4 risks with the
mhlghest RPN=-The ISO 27001 standard can be used as a reference for recommendations for risk mitigation[ 19].
*é % The following research, entitled Analysis, Evaluation, and Mitigation of Risk of Information Technology Assets
2U8ng the OCTAVE Framework and FMEA (Case Study: Unit of Management Technical Information Technology Fan
zCemmunicatjon University XYZ) can be concluded that information security can be enhanced by analyzing the assets as
3w§l as the rysks that occur on such assets using the Octave-S Frameworks. ISO 27001 helps in improving and improving
-clng)rmatlon? curity in organizations[20]. Research entitled Security Risk Management Analysis System BMKGSOFT
ﬂUSlng the AVE-S Method concluded that the method for analyzing assets and risks can be done using the Octave
3method Infermation security can be enhanced by analysing the assets used to manage such information as well as the
Brisks that may occur on those assets[21].
E’ In thm study, the OCTAVE-S framework is used to identify the risks associated with the information technology
Gassets used frthe service, conduct risk assessments, and provide recommendations for risk mitigation in accordance with
Dmformatlon Security practices. Subsequently, the results of the OCTAVE-S analysis will be used in the data mapping
_process aligning various data sources with the Personal Data Protection Act and integrating them into the main database
xto bridge anghlfferences

F"

= 2. RESEARCH METHODOLOGY

E’The researcimethodology refers to the measures taken to achieve the research objectives. The steps involved in this study
Sinclude: (1)ghe Planning Stage, (2) the Data Collection Phase, (3) the Data Analysis and Processing Phase, and (4) the
wFinal Phase):
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o
-~ T ® . PI.-IASE I PLANNING
» O o 1. Identification of problems
;U 50 o h 2. Determine the objectives and limitations
23T v of the problem
cg o ; : 3. Identify the required data.
S 3 5 = y
% g g_ -S_ PHASE Il DATA COLLECTION
Q
T <3 Q 1. Studies of Literature
2T = 2. observed
M e
® 2 = . Interviewing
S 8o = 4. work sheet
gaa 7 1
9o £ =
3 Q PHASE III ANALYSIS AND DATA PROCESSING
8 &
= » Phase 1
a o Organization View
o = Y P
5 2 1. Identification of organization Phase 3
= ,3; OCTAVE-S information Strategi and Plan Development
2. Creating a threat profile e : :
a 3 I Tdentification and analysis of risk
S o Phase 2 2. Making strategy perlindungan dan
F=] v ase s Risk Mitigation Plan
5 = ) Technological View
= @ || Mapping of personal .
= data protection Identifying infrastructure
8 o vulnerabilities
=)
53 !
2 3
'8 g FINAL STAGE IV
2 8 Documentary
z 3
Q < .
S 3 Figure 1. Methodology
5.
32.PThe Planning Stage
o o

=TI% planning stage involves identifying the problem through observations and interviews conducted with PTPN V.
SSubsequently, the research purpose is determined, and the required data for this study is defined. The outcome of the

g 1ngla1 stage the interview protocol used to conduct a risk analysis on the Hitmi System.
9

32 gStage oﬁata Collection

MTKE purposé’bf the data collection phase is to gain a better understanding of the problems to be investigated. There are
8f0@;r proces8es involved in data collection, including: (1) Literature studies, (2) Observations, (3) Interviews, (4)
EOQTAVE ~Sheets.

O O (o)
'°2 § Analysig-and Data Processing

3The analyma.s conducted to analyze the needs related to the raised problem and how to address it. The purpose of data
mprocessmg 1§th transform the obtained raw material into processed information through the analysis process, making it
Seasier to drdjv conclusions and find solutions to the research problems. The analysis of system security risks based on
FOCTAVE-SHbcuses on the initial phase of asset building, specifically the threat profile. This stage involves two processes:
Dldent1®1ng‘§rganlzatlonal information and constructing the expected threat profiles. These activities assist in research
Xand risk ass&sment as well as support companies in establishing their vision and mission.

=
)3.10CTAVE-S

— e

8OCTAVE—QS based on three phases:

Stage 1: Build Asset-Based Threat Profiles In this phase is the evaluation of organizational aspects. During this phase,
the tean;ugﬁf analysts defines the impact assessment criteria to be used to evaluate risk, identify the assets of the
orgamzamon and evaluate the organization’s security practices. Finally, the team defines security requirements and
defines tbaeat profiles for each critical asset.

. Phase 2:Identify infrastructure vulnerabilities At this stage is the identification of computing infrastructure, focusing
on the extent to which security is considered by infrastructure maintenance. Analyze how people use computing
infrastrufture to access critical assets, generate key classes of components and who is responsible for configuring
andinin@hose components.

Phase 3:ZBevelop security strategies and plans The team creates protection strategies for the organization and risk
mitigatiq;n'plans to address risks to critical assets. The OCTAVE-S worksheet used during Phase 3 is highly structured
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and closely connected to the OCTAVE practice catalog, enabling the linking of recommendations for improvements

_‘wﬁh the ®@ference of received safety practices.
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hfg stagez_the data obtained is collected and processed to become a report.

o 3. RESULT AND DISCUSSION
pme OCTAVE-S With the Personal Data Protection Act

CT@ I&rsona-l-data protection law regulates a range of provisions, including the types of personal data, processing, and
Ssaact@ns fof misuse of personal data management. According to Article 39, paragraph (1) the controller of personal data

,7:15 %b@atedg prevent unauthorized access to personal data. This prevention is supported by paragraph (2) which states

<)

%equﬂmbly

(2]
3<D

-oth&’t $security system must be implemented for processing personal data using electronic systems reliably, safely, and

In Irﬁonesm there are 30 laws and regulations relating to the collection and management of personal data.

gInEludlng a#umber of regulations on the privacy of citizens[22]. Then on 17 October 2022 the Law of the Republic of
-clngonema N@fnber 27 Year 2022 on the Protection of Personal Data was approved by the President of Indonesia

BTHs sectio
SOETAVE-
;: ~—-

ontains the results of mapping the Personal Data Protection Act and Hitmi System Risk Assessment using

In th&context of mapping between the security existing in the OCTAVE-S methodology and the data protection

Slaggs, there afe some correlations and similarities between the two. Here are some examples of how security in OCTAVE-

9

OS gan relate to the legal requirements of personal data protection:

S:% § Tabel 1. Mapping OCTAVE-S With the Personal Data Protection Atc
=iie!
g9 SAFETY THE PERSONAL DATA
5 3° PRACTICE %Y i PROTECTION ACT S
2 § Security of OCTAVE-S encourages  Personal data protection laws also Chapter VI Duties of the
7 = Data the identification of require adequate protection of controller of personal data
2 5 critical assets and personal data through appropriate and the processor in
33 vulnerabilities to safeguards, such as data encryption, processing personal data:
g 3 threats, including access control, and protection Article 32 paragraph 1
= 9 personal data. against data leakage or misuse. Chapter IV Article 12
S = Paragraph 1 on the right to
_E—’; o » Chapter VI Chapter 46,47
o S =3 Chapter XIV Regulations
2 Z  Regufation of OCTAVE-S analyzes The law on the protection of Chapter VI Article 13,
S ;;g' accesy’ existing access policies  personal data emphasizes the need  Article 24, Article 28,
S > o and controls within the  to regulate appropriate access to Chapter VI: Responsibilities
9 z =1 organization, including  personal data, including the of the controller and
o g. o~ access to personal data.  exercise of access rights based on processor of personal data in
o2 c the principles of necessity and the processing of data:
§ =3 limitation of access. Articles 35-39 on
= < encryption
o3 NetwBrk and ~ OCTAVE-S involves Personal data protection laws Chapter XVI Transitional
c systefh vulnerability encourage the adoption of adequate  Provisions Articles 47 and
3 SeCuiiy. assessments on network and system security 75
; o) infrastructure and measures to protect personal data
= =B systems, which include  from threats and attacks, such as
g g) systems that manage network monitoring, intrusion
o o and process personal detection, and protection against
=) = data. malware.
%. 4 Poligand OCTAVE-S involves Personal data protection laws Chapter VI Obligations of
5 Procgiure the evaluation of encourage the adoption of Personal Data Controller
S (= security-related transparent and adequate policies and Personal Data Processor
g =N organizational policies and procedures to protect personal in Data Processing, Article
= A and procedures, data, such as clear privacy policies, 46 on Notification in the
3 3 including privacy and notification to individuals event of failure and incident
o 5 data security policies. regarding data use, and effective response
g’—, incident response procedures. Chapter V: Data Processing:
= ? Article 16 Paragraph 2
o
e
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oL
B0/
5 Monitoring OCTAVE-S encourages  The Data Protection Act also Chapter X VI Transitional
5 = Fand © periodic monitoring and  emphasizes the importance of Provisions Articles 74 and
= = ;Reviﬁﬁling. review of existing periodic monitoring and review to 75
® g T L security measures ensure compliance with the law and
@ = ; g within the organization.  the effectiveness of the security
= Sl @ measures implemented.
S ECREI <
53 g’It is mportant to note that the legal requirements for the protection of personal data may vary between countries
Dorsh wsdictions. Therefore, the mapping between OCTAVE-S and the data protection laws should be done specifically
%ta ng:into a?g:ount the legal requirements applicable in your jurisdiction.
® 3 =
§3§I@ntifiqﬁon of Organizational Information
€ Q@
;f% résk ass€Ssment process starts with identifying information from the agency to determine the level of risk that may
gin@ag‘. the a@ncy’s activities or survival. Data collection is conducted using worksheets.
® o
,?,}.g.ltaEstabtish A Risk Impact Assessment

g 1) | =

pDafa obtained as follows.

= 5 o -5

o ;’ Table 2. Work Sheet Filling Data Identifying Risks from Organization Impact Assessment Criteria

=)

g_—. 5 ;_U No Criteria of impact Type / Impact Level

x o Q Reputation and Reputation Low

AV = 1

She: Loss of data Damage to system Low

= 5 financed Operational costs Medium

= Productivity Loss of income Low

=1 3 Health / Safety Working hours Medium

8 g 4 Criteria of impact Health and Low

-‘3 ::3 Based on Table 2, it can be observed that the System Reputation and Damage Indicators are at a low level. This is
Cat@ibuted to the positive reputation of the Hitmi System, as the existing systems and services are running smoothly.

|

"’Sﬁtem damage on the Hitmi System occurs primarily during instances when service slows down and employee trust in

;ag%nts is slightly diminished. As for the Financial Indicators, the impact of operating costs is assessed to be at a moderate
Dle®e]. This is due to the rise in hardware and system maintenance expenses. However, agents do not experience a
osignificant decline in revenue, as indicated by the low risk level of revenue on the agent's criteria. The Productivity Hour
§‘in§cator reveals that employees encounter a 10% to 30% increase during threats or incidents, placing them at a moderate
orisk level. In terms of employee health and safety indicators, the potential threats to employee well-being are considered
ilqgr Health(gtre staff receive health insurance and tailored care based on the severity of their illness.

e

o)
;303.2'2 Identification of Organization Assets

=05t =
‘é’H§e is the@ata obtained from completing the work sheet. The second step involves identifying the assets of the
gorganizatiorgas shown in Table 3, as follows:

>

o ?, o~ Table 3. Data Assets of Human Resources

S @ =

= System Information Applications and Services  Other assets

2 Hitungan Iiemi Stable data premiums CCTV PHPstorm (text editor)
B System ® Employee premiums / salary data every Milena Server windows 2008
a » day

g‘ i- Personal Data of Employees Intank MYSQL

=) = Data Delivery (permit, leave, and sick) SAP Code Igniter

2] - Data extension of the Fossnirs PKS Online

= g’ department/employee in other

o — departments

c Y

= =} Table 4. Data Assets of Human Resources

o &

c < Human Resource

3 Departeme:t_;. Skilled

5 Programmiftg Develop, manage, operate, and maintain enterprise system infrastructure, network, server, and

=] database.

§3.3 Assessment of Organizational Security Practices

O

ng_To evaluate,.aspects of security practices based on the stolight status obtained from the results of filling the worksheet

with the follgwing descriptions:
e
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Table 5. Explanation of Assessment

Green 4 indicators very fulfilled
=& © Yellow 3 indicators slightly fulfilled
» 9 ; T Red 2 indicators are not met
TV O =
= Q . . .
8 o E*AS foe-the data obtained from Step 3 on the worksheet that has been filled out against the assessment of security
‘gpi@ctme thqt,have been implemented by the Hitmi System as follows:
=3 = S
-§ 3 © Table 6. Data filling work sheets of security practice agencies
@ € =
ssa 2 STOPLIGHT
§ = % = NO SAFETY PRACTICE RED YELLOW GREEN
(2} —
QC) o §. = 1 Security Awareness and Training 4
Z8 3 =~ 2 Security Strategy 4
D E C 3 Security management 4
§ o § > 4 Security Policy and Rules v
o) DS 5  Security and Collaboration Management v
=0 - g) 6  Contingency Planning v
= P 7  Control of physical access v
S 1—35_ Py 8  Physical Safety Monitoring and Audit 4
® = 52 9  System and network management. v
5._ 3 A 10 Monitoring and audit of security. v
Z 9 ® 11 Verification and Authorization v
L= = 12 Management of Vulnerability v
= ; 13 Encrypted v
DY = 14  Design and Security Architecture v
o 8 15 Management of incidents v
=D
g [V)
3

Can be seen in the table 6, there are ten security practices are in the status of yellow stophght which indicates that
BPEPN V has implemented the security practice but is not good enough and five security practice is in the state of green
gst@hght indicating that PTPN V has already implemented that security practice well.

0 fRecommendatlons
S 3

e

aT

‘yejesew njens uenefun neje yinuy uesinuad ‘uelode| ueunsnAuad ‘yeiw| eAs

@ results of the risk assessment analysis are as follows:
= Table 6. Risk Action List
=
Ro Security Practice Risk action
< Seéhirity Awareness Training of employees will be the importance of the role and responsibility of
g fhnd Trainin employcg
% £ Routine training for PTPN V employees.
L ﬂ Execute good resource allocation for PTPN V security activities
» o . Responsibility for PTPN V employees
c B Security
=) e nacement Conduct a documented procedure.
b4 e Management should be based on routine reports containing information related to
& S security aspects.
Sestiri ty Policy and Making policy documentation that is priodically updated
3 ® Rules Conduct a documented process to evaluate whether each employee of the company
® has the procedures in place.
-~ Improve physical access control.
4 C@trol of physical ~ Implement documented policies and procedures towards visitors.
= access. Implement security measures such as using an ID card and fingerprint scanner in
e accessing a room and using a password to any sensitive information access.
= Protect sensitive information in a secure place.
& Make backup data on software and data staff of the company follow the procedure in
Sysgem and network .
5 making changes to username and password.
@ganagement. .
< Implement documented procedures to protect existing systems.
=] Routine inspections of systems and networks.
6 optoring apd audit Monitor and audit systems and networks within the company on a regular basis.
%)f security.
D . Implementing Effective Controls in accordance with Existing Policies.
7 Veerification and Enforcing A Restrictions for Hitmi S U horized
Authorization nforcing Access Restrictions for Hitmi System Users to prevent unauthorized access
o to sensitive data or information.
3 Management of Conduct procedures to manage the level of vulnerability within the company.
g/ulnerabmty Evaluate the Hitmi System vulnerability periodically.
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Implementing Security Controls according to System Requirements.

T ©Encrypted Protecting Sensitive Information.
Slw) = Managing Systems, Routers, and Firewalls.
A gog Mbanagement of Conduct procedures documented by the company for the purpose of identifying,
a2 & ~ incidents reporting, and processing the follow-up of suspected security incidents and breaches.
(= O (@)
= g = e
522 =
88.‘8 élscussion
%T% researciBdiscussed the use of the OCTAVE-S framework to assess the risks and develop security controls for the
CH@nnSystem—used by PT Perkebunan Nusantara (PTPN V), a state-owned enterprise in Indonesia. The aim of the research
g-w‘% Eg ident¥y and mitigate the risks associated with the system, particularly in relation to personal data protection.

~ 2 &The mtroduction highlighted the importance of information systems in effectively providing desired information
_gtoge]gvant ies. However, the use of information systems also comes with various risks, such as electrical failure,
gh@lﬁ error, system damage, and data leakage. To protect personal data, the Indonesian government has enacted the Law
Sonp e Protgetlon of Personal Data. Information systems and information technology play a crucial role in risk
%m@ageme addressing problems related to business processes, company reputation, financial loss, and IT system
rity. X
® = PTPNV uses the Hitmi system for calculating employee premiums, replacing the previous manual calculation
i Shod. Howver, the system has faced challenges such as human errors in data entry and a hacking incident in 2021.
%Fl?ﬁrefore, the research aims to assess the risks associated with the Hitmi system using the OCTAVE-S framework and
gdé(%,elop sec@tity controls to prevent future incidents and comply with the Personal Data Protection Act.
= e The research methodology involves four stages: planning, data collection, analysis and data processing, and the
gﬁr,ral phase. In the planning stage, the problem was identified through observations and interviews with PTPN V, and the
%e%arch purpose and data requirements were defined. The data collection phase involved literature studies, observations,
Singrviews, and the use of OCTAVE-S worksheets to gather information about the system and its risks. The analysis and
> daa processing stage focused on analyzing the collected data, assessing the risks using the OCTAVE-S framework, and
mde%eloping security strategies and plans. Finally, the data obtained were processed to produce the research report.
€ 9  The results and discussion section presents the mapping of the OCTAVE-S framework with the Personal Data
BPidtection Act. It also includes the identification of organizational information, such as the impact assessment criteria and
as%t identification. The assessment of security practices implemented by the Hitmi System was also discussed, with some
Oprctices categorized as yellow (partially fulfilled) and others as green (fulfilled). Recommendations were provided to
ovaddress the identified risks, including training employees on security awareness, allocating resources for security
§management updating security policies, implementing physical access controls, and more.
53 3 Overgll, this research provides insights into the risks associated with the Hitmi System used by PTPN V and offers
< rqg)mmendaﬁons to enhance information security and comply with the Personal Data Protection Act. By applying the
mOQ.TAVE- ramework, the study helps identify potential vulnerabilities, assess risks, and develop appropriate security
~<cd5,trols This research contributes to the field of information security and risk management, particularly in the context of
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4. CONCLUSION

This researog: focuses on the analysis and mitigation of risks in the Hitungan Premi system (Hitmi System) used by PT
< Perkebunan Nusantara (PTPN V), a state-owned enterprise operating in the palm and coconut planting sector. The study
@recognizes tfie risks associated with information systems, such as human error, system damage, and data leakage. The
cimplementaffon of risk management, including the OCTAVE-S framework, is crucial to address these risks effectively.
gThe OCTAYE-S framework helps in identifying and evaluating organizational risks, developing security strategies, and
;:’rimplementirg risk mitigation plans. The research also emphasizes the importance of aligning the analysis with the
SPersonal D4t Protection Act to ensure compliance with data privacy regulations. Through the research methodology,
Zincluding thg)planning stage, data collection phase, analysis and data processing, and the final phase, the study provides
ginsights intd-the risks and security practices within PTPN V. The assessment reveals the impact criteria, organizational
Cassets, and s€curity practices, highlighting areas of improvement and recommendations for risk mitigation. Overall, this
Sresearch contributes to enhancing information security and protecting personal data in the Hitmi System and provides
gvaluable ms&ghts for organizations in similar contexts.
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1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber:

a. Pengutipan hanya untuk kepentingan pendidikan, penelitian, penulisan karya ilmiah, penyusunan laporan, penulisan kritik atau tinjauan suatu masalah.
b. Pengutipan tidak merugikan kepentingan yang wajar UIN Suska Riau.

2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun tanpa izin UIN Suska Riau.
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DAFTAR RIWAYAT HIDUP

Gita Nurul Aini lahir di Pelalawan, 05 Mei 2001 sebagai
anak kedua dari tiga bersaudara dari Ayahanda Wangsul dan
Ibunda Irawati yang beralamatkan di Desa Harapan Jaya,
Kec. Pangkalan Kuras, Kab. Pelalawan, Riau, Email gitanu-
rulaini005 @gmail.com. Riwayat Pendidikan dimulai dari SD
Negeri 022 Desa Harapan Jaya dari tahun 2007 sampai 2013.
Kemudian peneliti melanjutkan pendidikan di SMP Negeri 2
Pangkalan Kuras dari tahun 2013 sampai 2016. Tahun 2016,
peneliti melanjutkan pendidikan di SMA Negeri 1 Pangkalan

Iémérinci dengan mengambil jurusan I[Imu Pengetahuan Alam (IPA) pada tahun 2016
sampai 2019. Pada tahun 2019, peneliti melanjutkan pendidikan di Perguruan Ting-
gfIJNegeri jalur PBUD 2019 dengan mengambil jurusan Sistem Informasi Fakultas
Siins dan Teknologi Universitas Islam Negeri Sultan Syarif Kasim Riau dan mena-
matkan pendidikan pada pertengahan tahun 2023. Selama menjalani masa perkuli-
ahan, peneliti aktif pada organisasi kampus yaitu Himpunan Mahasiswa Sistem In-
formasi (HIMASI) dan ISOC Research. Pada tahun 2021, peneliti melakukan Kerja
Praktek pada Pusat Pengembangan Bahasa (P2B) UIN Sultan Syarif Kasim Riau
dengan mengambil projek mini berupa studi kelayakan sistem informasi tes bahasa
berbasis website pada Pusat Pengembangan Bahasa (P2B) UIN Sultan Syarif Kasim
Riau Menggunakan Metode TELOS.
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