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Abstract. Risk is the main cause of uncertainty in an organization thus it affects the achievement of objectives.
Therefore, the identification of risks and employing the procedure to mitigate potential issues is an essential part of
effective organizational business. Keu‘(ﬂ]e (Online Fish Quarantine Information System) is an application that
monitors the operational activities of the Fish Quarantine Agency, quality control, and safety of fishery products. Lack
of updated data management, limited access to the system, and inadequacy of system security put forward this Karoline
inf()rlni()n system under uncontrolled and at risk. To date, this study tries to measure the risk level of this application
using Failure Mode and Effect Analysis (FMEA). This study reveals the place of the significant issue on the values of
Risk Priority Number (RPN) assessment viz. cybercrime, firewall, and people. Moreover, the analysis prepared with
the recommendation to aid in making the right decision and corrective action for an organization is facing a high risk
of the system.

INTRODUCTION

The fish quarantine station that is allocated at Riau province is engaged in controlling the quality and safety of
fishery products under the supervised government quarantine agency . This agency is tasked to check the status of fish
for entrepreneurs engaged in fisheries. The entrepreneurs must be ensured their fish is certified, healthy, not
contaminated with viruses, fungi, bacteria, or peuailes. The agency adopted information technology namely an Online
fish quarantine information system (Karoline). Karoline Information System is a service system that regulates the
operational flow activities at Quarantine Agency. An interview with a head division of Information Technology at
Quarantine Agency identified the emergence of issues that affected to the security and working of the system including
the lacking of data management, high dependency on the central network, outdated the support of technology
infrastructure of hardware, and software, human factors errors, lack of system security that easy to be an intrusion by
hackers, and the delays of data transmission and entry process.

In a nutshell, this situation grows into the high risks for the business process and disrupts organizational
performance. Information technology adoption as well as online readable-machine databases have emerged as one of
the most significant infrastructures in the last decade of the burgeoning information industry. The online database is
utilized to make a connection of digital information storage thus it smooths the way access of large and small networks
and the internet. The collection of information embedded in online databases provides the users to search or retrieve
the data [1][2]. Therefore, to minimize the threat and risk of information technology adoption inclusive of the Karoline
information system, it is necessary to have information technology assessment of security risk management as sides
of aspects of confidentiality, integrity , and availability [3].




According to KelsimZO 14), risk management can be defined as an effort to reduce the possible losses of the arisen
risks [4]. Meanwhile, Stoneburner, et al. (2002) [5] designates the risk management as Information Technology (IT)
managers process in balancing the operational and economic costs towards the protection of IT data and system in
supporting the achievement of organizational objectives and mission. Thus, the facing of IT risks can be reduced or
eliminated [6]. The risk management presents a systematic approach of risk modeling, the interdependency and
complexity between risks, identify and analyze the risks, amme evaluation, treatment, and monitoring risks [7-9].

The common method in risk management analysis 1s failure mode and effect analysis (FMEA) [10]. FMEA
determines and prioritizes the potential risks by scoring the causes and effects of associated risks and planning the risk
mitigation of critical assets [11][12]. Moreover, FMEA as semi-quantitative risk assessment hands over problem
detection thus it disqualified the potential failures of the system as well as system development, system engineering,
and design, snem flow process, system operational management, and system service before reaching the customers
[13-15]. The RPN in FMEA supports the quantitative anysis of risk events thus provide the highest accurate and
quick analysis that overcome the losing information [16]. FMEA can also evaluate the potential risk cnically (Murphy
et al, 2011) [17] and equips the common structure and languages that can be easier to be applied in many types of
organization such as manufacturing and service industries, profit and no-profit organization, private and public
()rgaaelti()n [18]. The previous researches have been successfully applied the FMEA, including Xiaotong et al (2018)
who assessing information security risk for evolving smart city [19], Slaieldi et al (2018) evaluated the webserver
system security gap using FMEA [20], Mustafa et al (2020) hybrid ltaFMEA, Fuzzy Inference System (FIS), and
Fuzzy Data Envelopment Analysis (DEA) to calculate a novel score of risk analysis in health, safety and environment
in the chemical industry [21)], Linhan et al (2019) employed an interval probability-based FMEA model for assessing
the assemble process of spark plugs [22].

RESPONSE SURFACE METHODOLOGY
Data Collection

Data collection was carried out through thorough observation, interviews, and questionnaires dissemination. The
observations were made within two months at Fish Quarantine Agency to discover the currents issues and problems
regarding the Karoline system and business process activities in a particular environment. The interviews were
organized by questioning three key actors in this study, including the administrator of the Karoline system, head
division of Information Technology at Quarantine Agency, and the manager operational of the Quarantine Agency.
Meanwhile, the questionnaires were distributed to the above respondents in order to measure the responsibility,
accountability, consulted, and informed of the Karoline system. The procedures place on the RACI (lﬁp{msible.
Accountable, Consulted, and Informed) models. The RACI is capable of improving project organization, identify the
roles involved, and how the roles may be organized [23][24].

Business Process Analysis

The changes in information technology adoption can be determined by understanding the improvements in
business models, business process activities, strategies, and organizational directions [25]. Karoline information
system administers the operational regulation services at the Fish Quarantine Agency office. Firstly, the customers
submit the request letter to permit their fishery business scrutinized. The administrator received the requirements and
proceed with a data system entry. Secondly, the customers then accede the fish into laboratory inspection and extemal
domestic certification test. Finally, the payments via bank transfer are round of the activities.

Risk Analysis

The next step is conducting the risk analysis on the ongoing Karoline system using the FMEA method [26]. The
flow activities of FMEA can be depicted in Fig.1 [10]. Risk analysis was organized by analyzing the strengths and
weaknesses of the organization and system. The effect analysis was supervised to pinpoint the potential threats and its
implication on the organization. The components and listing assets were determined by following the RACI model.
In the end, the values of RPN were calculated by ensuing the formula below [10].

RPN = severity x detection x occurrence (1)
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FIGURE 1. FMEA Process Activities

The prioritized risks were determined based on the consistency values of RPN described in the 1-10 scale of
highest urgency risk. The RPN is a useful and simple tool for measure risk, takes the occurrence of failure modes, the
severity of failures affect, and the probability of not detecting the failure into account [27]. Many scholars found that
RPN enhances the uncernlty of FMEA assessment capabilities [28]. The RPN scale is commonly used and prioritize
the risk assessment into very high, high, medium, low, and very low-risk level. The risk level is a reference for the

elimination of the high risk of failure mode before suggesting the recommendation as improvement and corrective
actions.

RESULTS AND DISCUSSIONS

Analysis of Organizational Strengths and Weaknesses
Reviewing the emergence of possible risks at the Fish Quarantine Agency, Table 1 was defined as follows.

TABLE 1. Organizational Strengths and W eakne sses
Organizational Strength

Organizational Weaknesses

The strategic office location and easy to find.
An adequate office

Every room is equipped by closed-circuit

Inadequate office facilities

television (CCTV) for security

The replacement of three security guards

The readiness of standard operating procedure at
each section

The availability of job description for each
division

Fast service system

The centralized of decision-making sy stems

Un-standard IT infrastructure

Lack of human resources capabilities

Lack of transparency at recruitment
selection system
Lack of training and activities in supporting
the competency improvement




The availability of an online quarantine
information system (Karoline)

The availability of online registration

The easy access for payment

Lack of IT infrastructure in supporting the
Karoline system

Lack of monitoring system and devices

The readiness of administrative and infrastructure

SErvices.

Analysis of Strengths and Weaknesses of Karoline System

The review analysis of the strengths and weaknesses of the Karoline system is explained in Table 2.

TABLE 2. The Karoline System Strengths and Weaknesses

System Strengths

System Weaknesses

Provides an online registration feature

The system provides with four-level access
permissions

The secure of system access
The periodic maintenance of system security
The period of data backup
Perform the maintenance of system upgrading
The system is equipped with a certificate and payment

print out

Upgraded antivirus

The maintain of IT infrastructure with standard
antivirus

The system only can be accessed by restricted
specifications of infrastructures

Centralized of system upgraded

System maintenance is centralized
It found a security gap in the Karoline system

The limitation of network availability

The upgraded centralized system impacts to the whole
area

The system operation is influenced by the upgraded
centralized system

Systemn maintenance is controlled by the center office

The availability of data multi-leveling access

The analysis of organizational strengths and weaknesses regards on Karoline system can be utilized as a reference
in designing a questionnaire as process control for values detection.

Effect Analysis

In order to analyze the effect analysis, potential, and non-potential effects, Table 3 is explained.
TABEL 3. Effect Analysis

Potential

Potential Effects

Server on fires

Server on overheat
Server down
Server in failure

Computer in damage
The computer cannot be used

The computer equipment is out of dated

Loss of computer components

Operational activity or performance has stopped thus effect
to the financial loss

Operational activities or performance are hampered
Operational activities or performance are hampered
The server cannot be used and financial loss
Operational activities or performance are hampered

Operational activities or performance are hampered and
financial losses

Operational activities or performance are hampered and

Financial losses




Illegal access to IT infrastructure Unsecure information and loss of agency reputation

Network failure Operational activities or performance are hampered
Network device damage Operational activities or performance are hampered
Printer / Scanner damage Cannot print and scan data

Loss of printer/scanner Unable to print and scan data, financial loss

Software Failure Operational activities or performance are hampered

Virus attack Operational activities or performance are hampered
System failure Operational activities or performance have stopped
Human failure Un-optimal the professionalism of prospective service users
Falsification or abuse of access rights Agency reputation
Full capacity Data confidentiality
Information spread Data confidentiality
Data/information breaches Data confidentiality
Incompatible system data Data integrity
RACI Chart Mapping

The RACI chart serves the roles and responsibilities of key stakeholders who are directly related to the IT
management process at Fish Quarantine Agency, including the head of the IT division, the operational management
section, and the administration section. The mapping of the RACI chart diagram is explained in Table 4.

following is a RACI Chart diagram which can be seen in Table 4:

TABEL 4. RACI Chart Diagram

Duties or Roles IT ‘ Opera!mn 5 Ad minis tration
leadership Section section
Develop, manage , operate and maintain the network
infrastructure systems, servers, and databases at RACI R.CI RCI

Quarantine Agency .
2
Manage, operate, and evaluate IT operations RACI R.A.CI R.CI

Making the decision and responsibility for the whole

i o RAC R.CI I
activities and employees

Provide the agency business solutions RCI R.AI R.1I

List the Component Assets

Table 5 determined the list of asset components in supporting the Karoline system.

TABLE 5. List of Asset Components
Category Asset

Hard ware Personal computer, Server, Printer, Uninterruptible power supply (UPS),
Genset, Ac, Hardisk, CCTV, Hub dan Microtech
Karoline system, Microsoft Office, Smadav, Avas, Web base and Operating

Software

Systems
Network Telkomsel, Icon +(PLN), LAN, Network Cable
Data Fish Data, Service User Data, Quarantine Data, Port Data

People Super Admin, Administrator, Operations and PNBP / Treasurer




Assessment of Severity, Occurrence, and Detection (SOD)

The value of severity (SEV), occupancy (OCC), and detection (DET) can be seen in table 6.

TABLE 6. Determines the SOD value

Code Process Critical  Potential Potential SEV __ Potential OCC Current DET
Failure
Function Modes X Cause(s) Process
(Category) = (process Effect(s) of of Failure Controls
defect)
Activities Check the
HWO1 Hardware Server Se‘rve r operational or Server 7 Server room 1
Fires performance overheat d
stopped every day
5 Fi ial g!mrl‘-l Checking the
HWO02 erver fmancia 5 rew I damagedIT 1
Fires Loss (power o
failure) infrastructure
RPN Calculation

There were thirty-six RPN values generated with five RPN level categories, including the very high level with
RPN values at 216, the medium level with the RPN values is 160, the low level with the values from 70 to 24, and a
very low level with the RPN values from 18 to 1. The RPN values selection based on the level can be depicted in

Table 7.
TABLE 7. Calculation of RPN
Failure
Code Function Assets M-rxles\‘.\ Effec‘l(s}of SEV Caus‘e(s} of oce Pmcess\ DET RPN
(Category) (process Failure Failure Controls
defects)
Operational
S Activities or g Check the
HWO01 Hardware Server e‘rvefr performance 5 erver 7 server Room 1 35
Fires overheat
have every day
stopped
S Fi il S,h(m,; Checking the
HWO0?2 Hardware Server o 'of inancia 5 cireut 1 damaged IT 1 5
Fires Loss (power .
. infrastructure
failure)
Operational Non-
S activities or functioning Check the
HWO03 Hardware  Server erver performance 5 AC in the 3 server room 2 30
overheat
are server every day
hampered room
Too many
Operational unm:.\z?re
— accessing .
Server activities or the server Checking the
HWO04 Hardware Server performance 4 ) 2 damaged IT 3 36
down at the same .
are fime or infrastructure
hampered DDOS

attack s




Risk Priorities Analysis

The analysis of risk priorities is determined in Table 8. The risks are ranked based on the RPN values of process
defects, viz., cybercrime (RPN=216), system failure (RPN=160), human failure (RPN= 112), and computer damage
(RPN=70) respectively. Detailed recommendations are given in Table 9 as sy stem improvement and corrective action.

TABLE 8. Risk Priority
o 1% ] = =
Cate Process Defects = % o]
ategory % rocess Defects = Q __rr:i 3 E_
ﬂ Level
Data DAD6 Cybercrime (hacker 9 6 4 216 Very High 1
attack)
Software SWo3 System failure 8 5 4 1600 High 2
People PP0O2 Human failure 7 8 2 112 Medium 3
Hardware HW07 Computer Damage 5 7 2 70 Low 4
TABLE 9. Recommended improvements
No. Risk Findings Repair
Install a firewall application for all the
Lack of system security (firewall), Lack of devices in supporting the Karoline
1 Cybercrime transparency at recruitment selection systern, utilizes the original and updated
system software and performs the transparency

of career selection

Provide periodic system maintenance

It founda security gap in the Karoline and use a secure socket layer in handling

2 Systemn failure system, lack of system maintenance,
M K L . . the overcome of a hacker for the
System maintenance is centralized .
M Karoline system.
Lack of human resources capabilities and Upgrade regularly the capabilities of
3 Human Failure Lack of pieces of training and activities in human resources in supporting the
supporting the competency improvement Karoline system management.
CONCLUSIONS

The FMEA method has been successfully applied to identifying and prioritizing the risks level of the Karoline
information system. A series of analyses through the calculation of RPN reveals the three significant risks thus it
influences the operation of the Karoline system and Fish Quarantine Agency in achieving their sustainability of
business goals, namely the emergence of cybercrime, the system failures, and human failures. Besides, FMEA
provides the recommendations for key stakeholders to aid them in deciding to face the emergence of risks and
handling is based on the priority level. The analysis of risk management on the Karoline system contributes to the
improvement of the change in the management operations of the Fish Quarantine Agency towards the success of
technology adoption.
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