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Abstract. The university 15 an organization that manages much public infor-
mation, and therefore, information security policies are developed to ensure data
security. However, during implementation still founded disobey behavior user
and has an impact on data security. The previous research has been conducted to
find influencing factor user comply with information security, although some
model and theories still limited to implementation. There is a lack of researchers
combine behavioral theory and organizational theory to develop mudels@l
previous model inadequate to universities that have unique characteristics. This
study aims to explore and identfy factors that influence information security
compliance and continue to develop conceptual models for asses: informa-
tion security policies. This conceptual model creates based on a systematic
literature review and preliminary study. The results in the conceptual model
found several variables, namely habits, attitudes, moral beliefs, self-eflicacy
from behavioral theo: nd human culture, commitment. rewards, costs can be
used to evaluate user compliance with information security policies. Conceptual
will be lexq:lﬂher to contribute to help universities to ensure and assess users
to comply with information security policies.

Keywords: Information security - Security policy @ Compliance - User
behavior

1 Introduction

This study addresses the issue of compliance ﬁh information security policies such as
individual frequently trespass policies [1]. Employees unrealized non-compliance with
information security lead to related safety [2], generate securnty threat [3, 4], increase
security nisk [5]. A significant increase in incidents in recent years#s reminded that to
overcome the increasing threat, in addition to technical solutions, necessary to provide
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an information security policy [4]. However, during implemmun user tend to 1gnore
that policy because they are unaware and realize importance comply with information
security y. This opinion is in line with the research conducted by Abed to find out
how thefitention to comply with the policy or intention to refuse [6]. Conceptual
attempt to encourage employees to comply with information security policies when
organizational damage resulting from information violations becomes serious. There-
fore, necessary to develop a substantial theoretical foundation that concerns about a
social 1ssue and human behavior [2]. Management as policymaker needs to encourage
user confidence in the ISP to employees i the organization to ensure and achieve
information security objectives, although the organization 1s conscious of the obstacles
in information security related to unskilled employees of security technology because
of a lack of security knowledge Many empincal studies have been conducted to
find out and explain the human [ﬁ:l{:—m that influence compliance with information
security policies [1-8].

However, the discussion about the importance of the value of information has less
discussed explicitly human factors like the source of unpredictable and uncontrolled
vulnerability in information security because of changes in human behavior. Research
on information secunty behavior has the opportunity to combine people, technology,
and organizations. Understanding individual behavior will enhance positive behavior
while reducing harmful behavior. Understanding human behavior will be able to
improve adherence to policies by knowing the motivation, modification, and preven-
tion [21]. Therefore, necessary to understand how to change people in organizations
becoming allied secunty, imm] of just being a security risk. The policy of information
significance can influence the level of awareness and behavior of users towards
information security [8].

Level ofnwareness and security behavior problem occurs because 1t 1s often
encountered Information security conflicts with the efficiency of information systems
such as active sharing of critical information resources. standardizing business pro-
cesses, and downloading applicationscomponcnts to complete specific tasks.
Consequently, challenging for the user to comply with information security policies.
Employees prefer to complete their work and follow their colleagues to not complying

with their policies There are some compliance regulatory from industnal and
government such as the Federal Infcmiti{m Security Management Act (FISMA), U.S.
Intelligence Community (IC), DoD Information Assurance Certification and redi-

tation Process (DIACAP), Homeland Security/Presidential Directives and National
Institute of Standards Technology (NIST) 800-XX series [10]. Unfortunately, this
standard not always applicable to the university. Difference requirement and limited
resources make the university can adopt an intemational standard to its security policy
[9-11]. Universities have amount information technology resources, and access is
given to the public and increase the nsk for umiversities [12]. An academic institution
with weak policies in information security creates threats for university data [13].
Universities with mneffective systems in information security create risks for university
data.

The university is an organization with various activities and type of users. It
becomes a challenge for universities to ensure organizational information, which saved,
processed, and disseminated with information technology. Security incidents caused
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density, high dependence on the accuracy, mtegrity, and availability of technology-
based information resources [27]. A well-known problem with information security 1s
that it does not take into account user behavior and organization condition. The
organization was more concern@gfabout technical 1ssues than the requirements of the
organization or user habits that can have an impact on information security. Moreover,
information security policy inefficiency because dunng implementation, not well-
monitoring. Therefore, their need model to measure and evaluate the level of user
comply with information security policy.

? Literature Review

Information security policy is a document to ensure information security based on top
management’s vision related to key strategic business objectives within the scope of
management goals and contains basic requirements. Information security policies
contain rule, guidcl._ and control to secure information asset [14]. Information
security policies aim to provide management goals support for information security
[15]. Information security policy contained with Program Policy used to create an
organization’s IT security program, Issue-Specific Policies. and System-Specific
Policies to address individual systems [16]. Security policies must continuously be
reviewed and updated regularly by considering changes in circumstances, environment,
changing needs in the business context, and identified risks [17]. Compliance with
policies aims to ensure the application of organizational security standards [18]. Ross

m the NIST lab conducted a study by performing a series of procedures to assess
security controls and privacy controls used in federal information systems and orga-
nizations. Assessment procedures, carried out at various phases of the system devel-
opment life cycle, are consistent with security and privacy controls using the NIST
800-53 standard [19]. Exactly the measuring@tmmems used can only be applied to
organizations that have used these standards m the process of developing information
security policies.

Sommestad added security awareness to developed a model of information security
policy compliance. The results find other factors such as explanatory power and
anticipated regret that have a significant effect While habit variables have a significant
result to strengthen the model [20]. A mtrcnt result was found by Moody [30] who
combined eleven theories with building a unified model of information security p{:rli{:ia
compliance. His research found that habits can influence behavioral ntentions to
comply with mmformation securty policies. Information securnty behavior builds a
relationship with people, technology, and organizations. Necessary for understanding
individual behavior will enhance positive behavior while reducing harmful behavior.
Understanding human behavior will be able to improve adherence to policies by
knowing the motivation, modification, and prevention [21].

Vroom evaluated human behavior in safeguard organizational information and
other valuable assets with audits and found that this method 1s not sufficient for testing
human behavior on information security [22]. This interpretation contrasts with that of
nmkauhalli who argue that Human factors, organizational EgRtors can mfluence
compliance with information security policies [23]. The significant impact of
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organizatonal factors on the effectiveness of information security management
implementation [24]. Research on this subject has been mostly restricted to limited
comparisons of theory about human babavior.

Lowry [21] develops a model for compliance with information security policies
using organizational control theory. The results of empirical studies conducted by
scenarios for professional workers show that there are reactions that arise when an
organization applies threats and controls. Responses that appear related to anger and
hatred towards the organization but are fully compliant [25]. Feasible regulation from
organizabon nusmatched with national culture and organization culture. Because
according to Alshare [26], organizational culture 1s a significant predictor for deter-
mining crime against information security policies [26@BRikewise, the research con-
ducted by Arage [37], states that national culture has an impact on information security
compliance. Another factor within the organization is user invgvemenl and leadership,
this potential was seen by Amankwa [38] in his research on Establishing information
security policy compliance culture in organizations using the theory of organizational
behavior and organization culture. However, differences in results found by
Sommestad [36] investhgated the relationship between individual intent#fs n social
groups rather than the workplace and the effects of this group by usingg: theory of
planned behavior and information rity culture.

The results found that culturggloes not have a significant impact on behavioral
intention because the culture of information secunty is a concept that is used and
interpreted in many different ways. [36]. The similarly discovered by Gerber [32]
Management involvement is more needed to ensure user compliance. Participation
from top management will influence user behavior intentions towards information
security policies compared to organizational culture (2016).

3 Conceptual Framework

This research aims to construct a conceptual model presenting perspective or a way to
understand practical pE@nomena. Therefore, a model was developed that showed the
relationship between factors that influence compliance with information security
policies. This model i1s the initial model used to prepare more complex models. The
development of this model expected will support research problem, identifying relevant
factors, and then providing a relationship to map the problem frame. Figure 1 will
describe a conceptual model of information security compliance.

This conceptual model consists of ten varables composed of mdependent,
dependent, and mediating vanables. The dependent variable is mformation security
policy compliance. Independent variables include organizational commitment, orga-
nization culture, reward, perceived cost, self-efficacy, attitude, moral belief, and habit.
Moreover, behavioral intention as a mediating variable. This vanable choosing based
on literature review, conceptual survey, and interview.
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Fig. 1. Conceptual model of information security policy

The hypothesis f’urﬂ study 1s as follows:
hypothesis 1.  habit will mfluence a user to comply with information secunty policies

hypothesis 2. organizational c@itmcnt._ organizational culture, reward, and per-
ceived cost user comply with information security policies

hypothesis 3.  behavioral ia:ntions moderating self-efficacy, attitude, and moral
belief affect users to comply with information security policy

Variable habits explain by interview can influence user behavior always to manage
information security by an understanding of the pattern. According to the theory of
interpersonal behavior, habit 1s behavior has become automatic due to continuous
activity, and they conduct it attentively without instruction [29]. The assumption that
habits are related to the complexity of ISS actions causes research to be conducted to
examine the processes that lead employees to become non-compiler habits and
determine how bad habits and noncompliance behavior can be changed [30]. The habit
of transferring behavior can increase explanatory power became a reason to conduct
further research about the relationship between habits and intentions [20]. Compliance
with information security can be implemented entirely with the commitment of the
organization. Commitments will improve the efforts and energy of individuals to
support organizat@gml policies. Safa study show a significant relabonship between
commitment and individual attitudes towards compliance with information security
policies [31]. Organizational responsibility and commitment pretend an@figential role in
protecting information assets. Consequently, employees will realize that compliance
with security policies 1s part of their work [32].

An organizational commitment will inspire employees in the organization.
Empirical studies have confirmed a positive relationship between employee commit-
ment to the organization [33]. An understanding of securnty policy provides a new lens
for learning noncompliance behavior. Employees sometimes sacrifice compliance with
information security policies to complete their duties [34]. The research conducted by
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Sharma, which states that orgamzational commitment influences behavioral intentions
to comply with the Security Policy Information and employee status has an impact on
organizational commitment [35]. This study argues that organizational commitment
can improve compliance directly without influencing with user intention or employee
status. Cultural factors influence modeling human behavior. Compliance culture should
be within the organization and play an essential role in increasing individual compli-
ance and behavior [36]. This statement 1s supported by Arage [37], which states that
national culture has more influence on compliance behavior [37]. However, different
resultpmwn by Gerber, management culture does not provide any improvement at all
[32]. In a company with a stable culture, the approprate policies and procedures,
including sanctions Bd education programs regarding the policy, will be well imple-
mented. Employee non-compliance with information security policies (ISP) can be
overcome by maintaining an ISP compliance culture through organizational culture
[38]. Further studies are needed to find out factors such as organizational culture to find
out the involvement of organizational culture can influence conggliance with security
policies. Reward factors mentioned by interviewee will increase employee compliance
with information security policies.

Although t different results shown by [30] found that pumshment and
reward/cost no significant impact on the intention to comply wi the information
security policy, this opinion supports by [4], which mention awards to comply with the
information secunty policy is not significant. However, [32] indicates rd will
support achieve performance goals and improve security compliance. ﬁi study
attempts to explore the importance of rewards with information security policies
compliance. Non-compliance with policies will pose a higher nsk of increasing costs.
The organization will incur higher costs when an incdent occurs due to non-
compliance of its employees. Kajtazi [39] examines t factors as a mediating
mechanism to explain intentional violations by people in @c}rmaﬁc}n security policies.

The results of the study also show that perceptions of employee sunk costs pre-
dicted by the effects of settlement and physical mismatches [39]. The same thing was
explained by Han that fulfilling psychological contracts could reduce the adverse
impact of costs on ISP compliance intentions i@jthe supervisor group [2]. Different
perceptions are conveyed by Sommestad that Prediction of intention to adhere to
information security policies 1s improved if compliance costs [20]. In this study, the
perceived costs are the costs that arise due to the risk of non-compliance. The orga-
nization would become aware of the importance of employee compliance with infor-
mation security policies if organizations spent a higher cost to secure their information.
Self-Efficacy 1s a variable that is widely used by previous research to determine
compliance with information security policies. Previou@fsearch has consistently stated
that self-efficacy significantly influences employees’ mtention to comply with infor-
mation security policies [37, 40, 41]. Self-Efficacy can increase employee awareness in
handling secunty threats [28].

However, different results were found Sikolia [42] who researched at a mid-
westem university by combining variables from Protection Motivation Theory (PMT),
the Theory of Reasoned Action, and Cognitive Evaluation Theory. The results found
that response-efficacy had more influence on behavioral intentions than self-efficacy.
This study will further test the user’s behavioral intentions using the compliance of
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information security policies using variable self-efficacy [42]. User attitudes and mc?
beliefs are also variables that are usually used by previous researchers to determine the
user’'s intention to comply with information security policies. However, the empirical
study conducted by Moody [30] the construct of moral beliefs does not significantly
affect compliance. Moral cannot stand alone, so it needs to be united with self-concept,
role, and influence, resulting in a new construct, namely the role value. Differences in
moral definition affect by the culture of each organization. Therefore, in this study, 1t1s
stll believed that moral constructs can affect user compliance.

4 Conclusion

This research has a contribution to them with a proposed model that can be used by
organizations to determine the level of complhiance of their employees with information
security policies. This model will develop using theories from a different field, com-
bines several factors from several theories will provide additional knowledge in the
field of information security behavior. This conceptual model uses organizational
theory commitment, organizational culture, and cost with commitment nizational
vanables, culture organization, reward and perceived of cost. While for the theory of
human behavior using planned la]avior theory and additional habit variables.

The implementation model of information security policy compliance expected
growth the effectiveness and efficiency of organizational performance. Moreover,
changing user behavior will have a direct and mdirect impact on an organization.
Periodic assessment will be enhanced employee behavior and trigger m‘@zaﬂonal
culture so that the organization can achieve its goal. This study will identify factors that
influence compliance information security policies. Formerly the variables found
used to create models to evaluate employees thegmpliance of policy information
security. The variables to be used are determined from the literature review and the-

s. Result of this study i1s a model that can be used by organizatons to measure
employee compliance with information security policies.
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